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2. Executive Summary

The federal organization of the Indian judiciary must kept in mind while proposing an
approach for effective management of the humongous volumes of digital records produced
and managed by the court€very High Courthas superintendence over all courts and
tribunals under its territory. It also exercisesoriginal, appellate and revisional jurisdiction.
The Supreme Court has original, appellate and advisory jurisdiction. Its exclusive original
jurisdiction extends to any dispute between the Government of India and one or more States
or between the Governmrg of India and any State or States on one side and one or more
States on the otheror between two or more States, if and insofar as the dispute involves
any question (whether of law or of fact) on which the existence or extent of a legal right
depends. h addition, Article 32 of the Constitution gives an extensive original jurisdiction to
the Supreme Court in regard to enforcementfahdamentalrights. It should be noted that
District Courtsuseregional languages of th&ate, whereas language of theHigh Gourts
andthe SupremeQourt of India isEnglish. There are around 2figh Cours and672 District
Courts in India.

The Digital Preservation Standard Operating Procedure ($3@Rhe Indian Judiciarhas
beendevelopedon the basis of internationaltandards and best practices considering the
enormous volume of digital recordseing produced bythem. Two rounds of surveyq3
forms) were conducted to collect information from thiligh Gourts andDistrict Gourts for
understanding the scope, volume and current statedadfital preservation

Based orthe information received from 2High Cours during Survey I, only73,44,57,063
pages which constitutes5.9% of the total number of legacy pagglsave beerdigitized by
the courts As per the information received during Survell and llifrom 21 High Cour,
around 12,42,93,90,000pagesrequire digital presenation, whichmainly include legacy
records(disposed casespccording tathe estimatedprojectionsfor data storagen the table
given abovealmost everyHigh Gourt along with the district courts under its administrative
control will require 1-7 petabytes of cloud storage with efficient search and retrieval
mechanismsn the near future The High Gourt with smaller storage requirementse., 25 to
300 TB may be provided with basic server + stordgesed solution.

The North East states are grouped together on the basis of survey response received from
courts of Assam, Arunachal Pradesh, Mizoram, SikkManipur Tripura, Nagaland and
Meghalaya
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The SOP plans to establish dedicated Judicial Digital RepositoriessjJaRheHigh Court
level to manage and preserve the digital records of tHgh Courtas well as the district
courts under its administrative controSimilarly, the Supreme Court of India is also required
to establish a Judicial Digital Repository (JDi) meet its own digital preservation
requirements.The Judicial Digital Repositori€3DRshave tobe audited and certified as per
the ISO 16363or their overall trustworthiness and reliability in thiong-term to ensure
legal admissibility ofligital records. ISO 16363 Audit and Certification of Trustworthy Digital
Repositories also requires complianedth ISO 27001 and other ancillary standardehis
approach ensureshat there isappropriate levelof decentralization at theHigh Courtevel
andinvolvement ofstakeholdess in effective data managememnwith a longterm vision

Estimated Data Storage Requirements

AlP on DR Site
Sr.No [High Court Location |Cloud (TB) |DataSize (TB)
1|NorthEast States 191.14 582.36
2|Orissa 511.19 1,563.06
3|Delhi 440.14 1,193.69
4| Punjab 1,287.74 3,945.30
5|Karnataka 1,599.95 4,901.19
6|Madhyapradesh 1,396.99 4,094.27
7|Uttarakhand 141.27 431.98
3|Allahabad 2,227.64 6,738.22
9(Kerala 208.30 638.17
10| Rajasthan 1,975.47 6,047.16
11{Jharkhand 553.27 1,682.89
12| Chattisgarh 503.88 1,457.07
13|Madras 1,200.28 3,676.14
14|Andhra-Pradesh 1,404.59 4,303.28
15|Bihar 2,692.46 8,248.99
16| Calcutta 3,132.34 9,555.38
17|Telangana 984.12 3,010.95
18|Bombay 6,758.39 20,705.92
19|Himachalpradesh 275.57 842.63
20|Jammu & Kashmir 87.22 267.23
21| Guijarat 1,859.37 5,761.54
Total 29,431.32 89,647.42

Therefore, the SOP recommends defitg and implemening a comprehensivénformation
Governance (IG)olicy considering the volume of-diling and production of digital records
by the courts It should includelear guidelines oitlectronic Records Management (ERM) as
per the ISO 1548%nd digital preservation as per ISO 16368he SOP provides
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comprehensive tehnical specifications, open standard based file formats and guidelines for
digitization. It provides giidelines for preparation of Submission Information Package (SIP)
and method for transfeof digitized records to JDR. The SOP provides a comprehebatae
Protection Strategy (DPSalongwith step-by-step implementation guidelinef?resently the
scope of digitization is kept limited to documertsit eventually the same infrastructure can
be gradually scaled to preserve other forms of digital data incladi electronic evidence.
Standardized metadata parameters are alsiefined to ensure efficient searchability,
classification and interoperability across JDR&e SOP also providasiewproforma, which

can be used byfficer in-charge of digitizationfor issuing a certificateto assure lawful
control over the computeraised for digitizationand the integrity of digitized records as
requiredundersection 65Bof the Indian Evidence Act

Specially designedudicial Digital Preservation System (JDB&) Access Portaleveloped

as per the 1SO4721 Open Archival Information System (OAIS) Reference Model should be
used for preservationsearchand retrieval, which is necessary for obtainingO 16363
certification. Judicial Digital Preservation System and the Access Portal should be
implemented in a niform way to ensure interoperability acrossall Judicial Digital
Repositories (JDRs)he Access Portalill be customized for multilingual search & retrieval

as per the requiremenof different states. The Data Disaster RecoveryData DRs) will be
managed by theHigh Cour$ on reciprocal basifor each otherwith proper measures for
accountability.

Thisflagship project needs to be implemented in collaboration watlspecificHigh Courto
establish model infrastructure systemsand best practices that can beleveloped and
replicated acrossemainingHigh Cous. International collaborations should be establisd
with organizations like NCSC, NIJ and Ni&Jed inthe USto learn about technologies,
standards and best practices ofternational judicial organizationg developed countries.

The SOP providea comprehensivaligital preservation budgetovering the requirements
of all the High Cours and District CourtsBased on the information received frorigh
Cours, a budget ofRs. B77.76 Crore spreadngacross 5 years has beastimated.Overall
cost turns out to be B6 paise per pagelt includes the cost of digitizationgnetadata
creation, curation, establishment and management of Cloud Infrastructuioy the High
Cours, JDRmanagement,audit & certification,development, deployment and technical
support fordigital preservation tools and software solution$4ultiple options for availing
cloud services or facility management services are provittethe High Cours.
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Thedigital preservationSOFoffers insightson how the Judicial Digital Repositori€¥DRS)
built as per the international standards and best practicesuld be leveraged foAl / ML
based applications to provide intelligent and accuratedecision support and efficient
methodsto accelerate the jusce deliveryfor common citizensn the near future
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3. Objective

The Digital Preservation Standard Operating Procedure (SfoByses on the following
objectives

A Digital preservationof judicial records to cover digitized as well as born digitata
(computer generated electronic records) and address kheming challengesand
threats of rapidtechnological obsolescence.

A Envisage an interoperable implementation modahd trustworthy mechanism for
digital preservatiorof recordsfor the Supreme Court of India5 High Cour¢ and 672
district courtsfor boosting efficiency, consistency arekchangeof records / data
between judicial entities

A Provide coverage to alinajor aspects of digital preservationas defined by the
international standards.The document incorporates select ISO standandsch are
globally acceptedauditable, recognized dsest practices and are readily available.

A Create Judicial Digital Repositories (JQR#)ich will be audited and certified as per
ISO 16363 for trustworthinessnteroperahlity and reliablity .

A The certified JDR<ould be leveraged for building Al /MLaded intelligent
applicationsto increaseefficiency and accuray ofjustice delivery system.

Note: -

As per the universally recognized nomenclaturéDigital Preservation  a segle term
which encompassesscanning / digitization, preservation, storage, search & retrieval
etc. It not only covers digitized data but also the borndigital data (most commonly
referred as computergenerated erecords), which is far more vulnerableon account of
technological obsolescence, requiring evergreater attention and sustained effort s for
preservation.
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4.Scope

4.1.Need
The need of digitization / digital preservation can be summarized basedhensurvey
reports received from variousligh Cou and District CourtsRefer Annexure | f@ample
digital preservation survey formavhich arespeciallydesignedand circulated across all the
High Cours for data collection

High Court wise Status of Current Digitization and Linguistic Diversity
Size of
Total Number |Digitized
of Digitized |documents
Sr. No.High Court Location pages (TB) Languages
1|Gauhati High Court ltanagaar, Auranchal Prg 0 0|English
2| Calcutta High Court West Bengal 1,22,00,000 20|English, Bengali
3|Allahabad High Court 19,68,00,000 42 |English, Hindi, Urdu
4|Delhi High Court, New Delhi 17,90,00,000 75|English, Hindi, Urdu
5|Guwahati High Court, Assam 2,92,17,338 15.4|English
6| High Court of Himachal Pradesh 75,34,000 0.8|English, Hindi, Punjabi, Urdu
7| Gauhati High Court Kohima Bench 2,80,000 0.08|English
8|High Court of Madhya Pradesh, Jabalpur 15,40,00,000 90|English, Hindi
9| High Court Meghalaya Shillong 0 0|English, Khasi, Garo, Pnar
10| Gauhati High Court Aizwal Bench, Mizoram 29,867 0.016|English, Mizo
11|Orissa High Court ,Cuttak ,Odhisa 1,22,00,000 1.5|English, Odia
12| High Court of Sikkim, Gangtok 6,83,861 0.057 |English, Nepali, Bhutia
13|Madras High Court , Chennai 50,98,000 0.581| English, Tamil
14 |High Court of Telangana, Hyderabad 4.01,50,753 2|English, Telgu, Urdu
15|High Court of Uttarkhand, Nainital 1,32,00,000 0.4 |English, Hindi
16|Bombay High Court 0 0|English, Marathi
17 |Daman Diu High Court 0 0|English, Marathi
18|High Court Jharkhand, Ranchi 5,50,00,000 5.9|English, Hindi, Bangla, Urdu
19| High Court of Karnataka 1,13,22,389 0.308|English, Kanada
20| Manipur Hifgh Court 16,40,855 0.668|English,Manipuri, Hindi
21 |Rajasthan High Court 1,61,00,000 2.5|English, Hindi
73,44,57,083 257.21

The tableaboveshows that based on the inputs received from Bigh Cour$in the Survey
Form-1, approx. 73,44,57,063 pages amreadydigitized and 257.21 TB data is available.
Most importantlythe diversity of languages used in the legacy records across various courts
requires tobe noted.

As per our assessment, thdigh Carts and district courts have digitized onb/9 % of the
total number of legacy records Therefore, the scope for digitization is very vast if we
consider the total volume of legacy records, pe@nglandnew cases.
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4.1.1. Scope of longterm digital preservation
The scope of longerm digital preservation is limited to disposexf cases. As per the records
management standards only those records that have reached the-eftife cycle (non
current records) are selected for preservation.

4.1.2. Scope of digitization
The overall scope of digitization in the judiciary is much wider as it inclymexlingand
newly registered cases als®hese records are current and still in process and therefore they
are not considered in the scope of lostgrm digital preservation.

The table below indicates the number of pagesrh the legacy records and projection for
the next 5 yeargwith 10% rise every yeamcluding nevy instituted cases anashewpending
cases Refer Annexure | for the survey forms used for dadlection. The datas collected
using Survey Forms Il and Il for page estimatibotal page count is reduced by 40% after
weeding out the unwanted records.

Scope of Digitization
Institution
Disposed [Legacy Projection for Next Total Pages after
Sr.No |High Court Location Records) Pendency 5 years Total Pages Weeding out
1| Arunachal pradesh 67,00,000 21,70,000 1,94,67,675 2,83,37,675 2,56,57,675
2| Gauhati 7,98,00,000| 4,85,00,000 40,13,07,333 52,96,07,333 49,76,87,333
3| Manipur 89,00,000 14,00,000 1,51,79,474 2,54,79,474 2,19,19,474
4|Meghalaya &7,00,000 &8,00,000 3,41,53,316 4,76,53,816 4,49,73,816
5|Mizoram 49,380,000 5,60,000] 1,41,35,885 1,96,75,885 1,76,83,885
6| Nagaland 1,72,00,000 28,00,000 2,27,69,210] 4,27,69,210 3,58,89,210
7|sikkim 38,00,000 16,20,000 1,00,56,401] 1,54,76,401 1,39,56,401
8| Tripura 1,08,00,000| 6,00,000 66,41,020 1,80,41,020 1,37,21,020
9| Orissa 37,34,00,000| 12,41,00,000 30,16,92,038 79,91,92,038) 64,98,32,038)
10| Delhi 26,75,00,000] 7,74,00,000 85,28,96,673 1,19,77,96,673 1,09,07,96,673
11|Punjab 94,34,00,000| 16,31,00,000 14,42,04,999 1,25,07,04,999 87,33,44,999
12|Karnataka 1,17,19,00,000|  31,50,00,000 75,73,60,861 2,24,42,60,861) 1,77,55,00,861
13|Madhyapradesh 95,75,00,000| 7,61,00,000 60,81,27,661 1,64,17,27,661) 1,25,87,27,661
14|Uttarakhand 10,32,00,000| 3,36,00,000 21,82,04,933 35,50,04,933 31,37,24,933
15|Allahabad 1,60,12,00,000| 44,68,00,000 1,36,61,52,624 3,41,41,52,624 2,77,36,72,624
16|Kerala 15,26,00,000]  11,22,00,000 70,86,91,674 97,34,91,674 91,24,51,674
17|Rajasthan 1,44,54,00,000| 20,04,00,000 1,56,25,37,004 3,20,83,37,064 2,63,01,77,064
18[Jharkhand 40,10,00,000]  14,20,00,000 79,12,30,061 1,33,42,30,061 1,17,38,30,061
19|Chattisgarh 33,83,70,000| 2,56,00,000 20,11,28,025 56,50,98,025 42,97,50,025
20|Madras 87,89,00,000]  30,58,00,000 73,71,53,187 1,92,18,53,187 1,57,02,93,187
21| Andhra-Pradesh 1,02,90,00,000| 7,86,00,000 1,06,06,65,718| 2,16,82,65,718| 1,75,66,63,718|
22|Bihar 1,97,25,00,000| 35,15,00,000| 73,43,07,035 3,05,83,07,035 2,26,93,07,035
23| calcutta 2,28,01,00,000|  20,71,00,000 83,20,24,897 3,31,92,24,897 2,40,71,84,897
24| Telangana 71,95,00,000| 5,59,00,000 70,58,45,522] 1,48,12,45,522] 1,19,34,45,522]
25|Bombay 4,95,12,00,000]  42,30,00,000 1,29,49,98,842| 6,66,91,98,842 4,68,87,18,842
26|Himachalpradesh 20,13,00,000| 10,14,00,000 28,08,20,262| 58,35,20,262 50,30,00,262
27[Jammu & Kashmir &,39,00,000| 7,62,00,000 32,54,09,965 46,55,09,965 43,99,49,965
28| Gujarat 72,49,00,000| 12,39,00,000 1,14,69,98,974 1,99,57,98,974 1,70,58,38,974
Total Pages 20,71,56,50,000( 3,50,41,50,000 15,15,41,61,828 39,37,39,61,828 31,08,77,01,828
Total Pages after Weeding | 12,42,93,90,000( 3,50,41,50,000 15,15,41,61,828|  31,08,77,01,828
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Theneed of digital preservation calpe summarized as undet

A Most of the legacy records are yet to be digitized.
ManyHigh Coums are still tostart the digitization process.
The existing digitized recordsre storedin available storage systems.
Volume of efiling and born digital records is also growing at alarming rate.
Standardizedand auditablemechanism fodong termdigital preservationneeds to
be introduced

> >y > >

>\

translation.

A separate survey was carried out to studyethvailability of Data Centre facility / cyber
infrastructure of the High Cours. 17 High Cours haveresponded to the surveyAs per the
survey,High Courts ii€alcutta Clinattisgarh, RajasthanKarnatakaand Uttarakhand do not
have data center facilityHigh Courts inBombay, Guwahati, Patna, Andhra Pradesh,
Telangana, Panjab, Jharkhand, Karnataka and Jammu & Kashmir haveerver rooms
comprising of 1 to 4 servers witultiple software applicationsalready running on them.
Many have reported that they do not have cooling system in the server robtasy of them
have very old serversverging on obsolescencédelhi Madhya Pradeshnd KeralaHigh
Cours have proper data centréacility along with serversrunning multiple software
applications Delhi High Courthas 22 servers335 TB SAN storagand 65 software
applications Madhya PradesHhigh Courhas 200 TB SAN storagtharkhandHigh Courhas
128 TB SAN storage. Delhi, Patna, Guatisdind Telangan&ligh Cours havel Gbpsietwork
connectiors. Andhra Pradeskigh Courtas 512 Mbps network connection. Keraléadhya
PradeshRajasthan, and J & igh Cours have 100 Mbps network connectioromeHigh
Cours have40 or 20 Mbps or eva lower bandwidthor NILnetwork connectionsBarring
these minor exceptions, we can conclude thétigh Cours do not have proper
cyberinfrastructure for digital preservationf massive volumes of digitized recordalso, it

The linguistic diversity also poses a major challenge for OCR, search & retrieval and

should be noted that none of thidigh Cours have setup a cloud but they are using separate

physical servers for running software applications.
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Existing |Existing
Data Applicati |Storage |AIP on
sr.No [High Court Location |Centre Servers |ons (TB) Cloud (TB) |Network |Remark
1|NorthEast States Yes 2 2 0 557.04|1Gbps 1 of 2013
2|Delhi No 22 65 335 76.46|1Gbps Servers : 4 of 2012
3|Punjab No 15 12 49| 2,150.24|300Mbps |Servers : 8 before 2015
4|Karnataka No -NA- 5 0| 2,302.79|/100Mbps |-NA-
5|Madhyapradesh Yes 26 11 200| 1,634.59|500Mbps |Servers : 10 of 2012, 16 after 2015
6|Uttarakhand No -NA- -NA- 0 428.04|-NA-
7|Allahabad No 10 9+ 21| 3,339.20|-NA- Servers : 4 of 2012, 9 after 2017
8|Kerala Yes 11 12 + 0| 1,846.10/100Mbps
9|Rajasthan No 3 3 14.6| 1,899.80|68MBps
10{Jharkhand Yes 1 1 128 768.01|No
11| Chattisgarh No -NA- -NA- 16.2 698.05|-NA-
12|Andhra-Pradesh Yes 6 6 0 952.98|512Mbps
13|Bihar Yes 14 55 40 8.64|1Gbps Servers : 6 of 2009
14|Calcutta No -NA- -NA- 0| 1,120.17|-NA-
15|Telangana Yes 12 8 7.5 346.93|1Gbps Servers : 4 of 2014
16/Bombay No 2 2 100| 12,490.02|50Mbps
17[Jammu & Kashmir |Yes 1 1 24 252.99|100Mbps

By and largeit is observed that standarded specifications for digitization, retadata
schema archival systems,repository infrastructure, data protection strategy, disaster
recovery, efficient retrievability sustenanceand auditable procedures for long term digital
preservation need to be definedThe standardization of all the gects of digital
preservation across aligh Courd and district courts will definitely help in achieving greater
interoperability between data repositories and benefit the judiciarpuerallacceleration of
the justice delivery system. A uniform aroing-term approachfor preservation of digitized
as well as borrdigital recordswill certainly reduce the costs in contrast to na@tandard and
fragmented efforts of digitization.

The SOP guidelines presented in tdiscumentcan beapplicablefor digital preservation at
Supreme Court of Indiddigh Cours and Districeand Subordinate Courts.

4.2.Digital Preservation

The following types of born-digital or digitized records requérlong term preservation

A Disposed records (daily disposal)

A Disposedecords (before digitization initiated)and

A Electronic documents created (digitally signed) by different stakehatder
Permanent records anthe records requiringong termretention, after they have reached
the end-of-life cycle, maybe considered for di¢al preservationin the Judicial Digital
Repository(JDR)All the High Courg have their own records retention schedules / policies.

Therefore, the scope of records to be brought under the purview of digital preservation may

be decided by the respectitg¢igh Cours.
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4.2.1. Policy for digital records oncloud storage and onoffline media
TheHigh Courg need toformulate a policy to segregate the digitized recorfits optimizing
the cloud storagebasedonthe usage given below
A. Digitized records to be stored on active / onlineloud storage based on
frequency or importance or likely use
B. Digitized records to be stored on nearline storage media like Hard Disk
Drives, LTOs (WORM Storage)
C. Digitized records to be stored on offline storage media like Blu Ray Disks
Cataloging metadataof digitized records on offline storage media
In case of digitized records stored on offline storage media, the cataloging
metadata of the record and storage media should be maintained in the
Judicial Digital Preservation System (JDPS) for retrieval dssdren required.

O

4.3. Digitization
The various types of archival material/data in the courts comprise of data or
judgments/orders and other records collectively calles ® COURT Hol di ngs
®arti fact s.typestfinaddingsardbkirgeonsideredor digitization:
A Fresh fled cases.
Documents received in pending cases.
Pending records
Disposed records (daily disposal).
Disposed records (before digitization initiated).
Electronic documents created (digitally signed) by different stakehoéder

> > > > > >

4.3.1. Active and passive componentfgpending records
In caseof pending records, there is a need to segregate active and passive ingredients of a
file. Supreme Court has carried out an exercise of defining active and passive data of a case.
Thefindings of that exercise&an be the basis for adopting uniform standardsactive and
passive data. A separate system may be necessary for managing the pending records
considering that it involveboth active and passive records.
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5.International & National Scenario

5.1.JTC Report on Electronic Records Preservatiand DispositionPlan by NCSC
The Joint Technology Committee (JTC) of the National Center for State Courts (NIZSC)
report released and adopted in 2014 discusses the question of development of an Electronic
Records Policat lengthand provides recommendations for gdial Preservation Policy for
the state courts in the bited States of AmericaTheJTQeport also mentionghat there is a
need foraudit andcontrol of digitally preserved recordthrough 1SQCertified trustworthy
digital repositories.

5.2. Uniform Electronic Legal Material AcC(UELMA) ithe United States
TheUniform Electronic Legal Material AMELMAJs a modelAct drafted and approved by
the Uniform Law CommissiofLC)in the United Statesto create standards for
authenticating and preserving digital legal documents, such as official statutes, codes
regulations and decisiong’he modelAct was approved by the ULC in July 20%b. far
twelve statesin the UShave since passelggislationbased on the model act

UELMA recogmes that use of digital information formats has become fundamental and
indispensable to the operation of state government. Tl addresses the critical need to
manage electronic legal information in a manner that guarantees the trustworthiness of and
continuing access to important state legal material. Technology changes quickly enough
thus Sate Governments must address this issue as existing electronic legal information is
already in danger of being lost. Suahuniform act has been drafted to allow state
governments to develop similar systems of authentication and preservation, aiding the free
flow of information across state lines and the sharing of experiences and expertise to keep
costs as low as possible.

The white paper published by UELNRfeservation Group in 2018 prescribes the need to
adopt the mechanism of Trustworthy Digital Repository and Open Archival Information
System for preservation of electronic legal recordshich has beemecommendedn this
SORoo0.

5.3. British Standard on Legal Admissibility of Electronic Information
BS 10008 is the British Standard that outlines best practice for the management and storage
of electronic data. It is designed to help verify and authenticate all informationvoicthe
legal pitfalls of data storage. BS 10008 outlines best practice for transferring electronic data
between systems and migrating paper records to digital files. It also gives guidelines for
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managing the availability and accessibility of any recottat could be required as legal
evidenceThe latest version of thisstandard has been released in May 2020.

5.4. National Digital Preservation Program (NDPP) by MeitY
Ministry of Electronics and Information Technology (MeitY), Government of India initiated
the National Digital Preservation Program (NDPP) in 2010. Tiional Study Report on
Digital PreservationRequirements of Indiawas prepared by involving the stakeholders from
various domains with recommendations from national and international experts.
Subsequently, as per the recommendations, in 20Xentre of Excellence for Digital
Preservation was sanctioned as the flagshipject spearheaded by-DAC Punalong with
GDAM\oida to work on pilot digital repositories in diverse domains such as archives, cultural
heritage, judiciary and-governance.

As a part othis project, GDAC developed the Open Archival Informationt&@ys(OAIS) as

per the 1ISO 14721 Reference Model for managing the massive audiovisual digital archive
established byGNCAwhich receiveav o r | HI1SG 163b63rustworthy Digital Repository
status after dueauditing and certification by Primary Trustwortly digital Repositories
Authorization Body (PTAB), UK in 20G-DAGasdesigredthe technical architecture for the
repository, conducteddigital preservation training for thdGNCAtaff and supportedthe

audit processThe IGNGAs N CA A P toak jreenendouseféodsnm coordination with

21 partner institutes, evolving the data and metadata specifications, selectamd
digitization of audiovisual materialsand quality control through-out the digitization of
almost 2 petabyes of audiovisual data

This information has been provided to establish the availability of the digital preservation
expertise, knowhow of the standards and technological capabilities within India.

The 29 certification was achieved by the digital reptmiy of United States Government
Publishing Office (USGP©Y019
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6. Legal Framework

National Policy and Action Plan for Implementation of information and communication
technology (ICT) in the Indian Judicte2905was submitted by e-Committee Supreme
Court of Indiawith a vision to transform the Indian Judiciary by ICT enablement of Céwts.
per this policy,e-Cours are being estabshedto make justice delivery system affordable
and costeffective. The computerization of judicial procedures is producing massive
volumes of erecords. The digitization of legacy records with the courts is also resulting in
humongous volumes of data.

The risks associated with digital data duertapidtechnological obsolescence are recaged
globally. The obsolescence afigital records and the evidentiary proofs can create problems
in administrative, judicih and legislative functions in addition tdoss of valuable
information, intellectual property and heritage. Therefore, it is necessary to ensure that the
digital records which require to be retained for long duration apgeserved as per the
international best practiceand standards

In addition,the relevant extracts from thendian Evidence Act 1872T Act 2000, IT Act
Amendments 2008, RTI Act 20@5d Public Records Act 1998ve been reproduced here,
whichmake it mandatory to preserve the digital records. The speaéctions awml clauses
from these acts are referreth this section

ELECTRONIC RECORDS ADMISSIBLE AS EVIDENCE
LAWFUL CONTROL OVER COMPUTER

Indian Evidence
ACT 1872

. 1SO 16363
Information Certified Right To
Technology Trustworthy Information
LG LA pigital Repository Act 2005
2008 for Judicial Digital
Preservation

RETENTION OF ELECTRONIC RECORDS
ONIX3dNI ANV SNISOTVIYD
JNIL d31VINdILS NI SQH0I3Y 40 TVATIH13Y

Public Records
Act 1993
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GOVERNMENT ORGANIZATIONS MUST MAINTAIN &
PRESERVE COMPUTER GENERATED RECORDS
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Fig. 1L Legal requirementsproviding for establishment of asuitable mechanism for
digital preservation

6.1.Indian Evidence Act, 1872
The section 65B of Indian Evidence Act is reproduced hdrghtight the conditions defined
for admissibility of electronic records.
Section65B. Admissibility of electronic records+ +
(1) Notwithstanding anything contained in this Act, any information contained in an
electronic record which is printed on a pap stored, recorded or copied in optical or
magnetic media produced by a computer (hereinafter referred to as the computer output)
shall be deemed to be also a document, if the conditions mentioned in this section are
satisfied in relation to the informabn and computer in question and shall be admissible in
any proceedings, without further proof or production of the original, as evidence or any
contents of the original or of any fact stated therein of which direct evidence would be
admissible.

(2) Theconditions referred to in susection (1) in respect of a computer output shall be the
following, namely:+ +

(a) the computer output containing the information was produced by the computer
during the period over which the computer was used regularlyttwres or process
information for the purposes of any activities regularly carried on over that period by
the person having lawful control over the use of the computer;

(b) during the said period, information of the kind contained in the electronic record
or of the kind from which the information so contained is derived was regularly fed
into the computer in the ordinary course of the said activities;

(c) throughout the material part of the said period, the computer was operating
properly or, if not, thenn respect of any period in which it was not operating properly
or was out of operation during that part of the period, was not such as to affect the
electronic record or the accuracy of its contents; and

(d) the information contained in the electronic record reproduces or is derived from
such information fed into the computer in the ordinary course of the said activities.

(3) Where over any period, the function of storing or processing information ®ptirposes
of any activities regularly carried on over that period as mentioned in clause (a) of sub
section (2) was regularly performed by computers, whethet
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(a)by a combination of computers operating over that period; or

(b) by different computers operating in succession over that period; or

(c) by different combinations of computers operating in succession over that period;
or

(d) in any other manner involving the successive operation over that period, in
whatever order of one or more computers and one or more combinations of
computers, all the computers used for that purpose during that period shall be
treated for the purposes of this section as constituting a single computer; and
references in this section to a commrtshall be construed accordingly.

(4) In any proceedings where it is desired to give a statement in evidence by virtue of this
section, a certificate doing any of the following things, that is to sayt
(a) identifying the electronic record containirthe statement and describing the
manner in which it was produced;
(b) giving such particulars of any device involved in the production of that electronic
record as may be appropriate for the purpose of showing that the electronic record
was produced by aomputer;
(c) dealing with any of the matters to which the conditions mentioned in-settion(2)
relate and purporting to be signed by a person occupying a responsible official position in
relation to the operation of the relevant device or the managem of the relevant
activities (whichever is appropriate) shall be evidence of any matter stated in the
certificate; and for the purposes of this stgection, it shall be sufficient for a
matter to be stated to the best of the knowledge and belief oétherson stating it.

Note:-

As requiredby section65B, theproforma for issuing a certificate ascertaining thelawful
control over the computers andmonitoring of the digitization activities is provided in
chapters 16 and 17 of this SORwhich may be helpful irestablishing the evidentiary value
of digitized records.

6.2. Information Technology Act 2000

IT Act2000 specifies the requirements for retention of electronic records (section 7)
as under

Where any law provides that documents, oeds or information shall be retained for

any specific period, then, that requirement shall be deemed to have been satisfied if

such documents, records or information are retained in the electronic fon, if

(a) the information contained therein remains @ssible so as to be usable for a

subsequent reference;
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(b) the electronic record is retained in the format in which it was originally generated,
sent or received or in a format which can be demonstrated to represent accurately
the informationoriginally generated, sent or received,

(c) the details which will facilitate the identification of the origin, destination, date
and time of dispatch or receipt of such electronic record are available in the electronic
record,

6.3. Information Technology Act Amendment 2008

As per the IT Act Amendment 2008, Standing Committee Recommendations audit of

electronic documents or-eecords is essential as under

A

Where in any law for the time being in force, there is a provision for audit of
documents,records or information, that provision shall also be applicable for audit
of documents, records or information processed and maintained in electronic form.
67C Preservation and Retention of information by intermediaries

(1) Intermediary shall preservend retain such information as may be specified for
such duration and in such manner and format as the Central Government may
prescribe.

(2) Any intermediary who intentionally or knowingly contravenes the provisions of
sub section (1) shall be punished wian imprisonment for a term which may extend

to three years and shall also be liable to fine.

6.4.1T ACT Notification, GSR 582
As per the IT Act Notifications GSR 582, thre@rd making system or software should take
into account the following features af-records

Note:-

life time

preservability

accessibility

readability

comprehensibility in respect of linked information
evidentiary value in terms of authenticity and integrity
controlled destructibility and

augmentability

>y > > > > >

The notification of General Statutory Rules (GSR) 58R2otified under the IT ACTare
extremely important as most of the software systems being used by the Judiciary or the
associated agencies are producing born digital documents in proprietary PDF formats

which

are not suitable for preservation. Judiciary needsto instruct strict complia nce

with PDF/Alaor PDF/Alb profile for digitally signed documents or any other digitized
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documents provided by associated agencieslhe software systems should immediately

complywi t h the requirements ofthe®@PRneticatrmv abi | ity
6.5.Right To Information ACT 2005

As per the Righto Information Act 2005, Chapter Il, Section 4(1) every public authority is

obliged to maintain all its records duly catalogued and indexed in a manner and the form

which facilitates the right tanformation under this Act and ensure that all records that are

appropriate to be computerized are, within a reasonable time, computerized and connected

through a network all over the country on different systems so that access to such records

is facilitated.

6.6. Public Records Ac1993
The Public RecordsAct 1993 makes it mandatory that every record creating agency of the
central government, any ministry, department or office of the Government must provide
proper arrangement, maintenance and preservation afbpc records. Section 2 (e) of this
Act clearly mentions that material produced by a computer or by any other device produced
by the record creating agency must be preserved.

In conclusion, the existing legal framework makes it mandatory to undertaleftilowing
activitiest
A Consider digital information as records requiring preservation
e-Records must be produced in preservable fats
Apply the records retention policies to electronic records
Preserve thaligital information
Protect the evidentiary value of-eecords
Ensure safeand securecustody of the digital records
Audit requirements are applicable terecords and digital documents
Facilitate efficient access to digital records from anywhere in the country

> >y > > > > >
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7. Certified Judicial Digital Repositories

7.1. Information Governance (IGptrategy
Information Governances a set of multidisciplinary structures, policies, procedures,

processes and controls to manageormationat an enterprise level that supports an
organization's current and future regulatory, legal, risk, environmental and operational
requirements. Digital preservationof recordsis an integral part of the Information
Governance (IG) Strategy any organizationThe judiciary needs to create modablicies

for Information Governance which can be uniformly ap@kcross courts.

UNIFIED GOVERNAN

pOLICY INTEGR, oy,
N

VALUE

+

Create, Use

DUTY + ASSET

Hold, | | Retain | | Store,
Discover Archive Secure

v

Dispose

IT

A @ ;
ROCEss  ANGT pREN Efficiency

RIM
sk

Fig. 2. Information GovernanceReference Mode(IGRM Model
(Thegeneric IRMModelis applicable for all organizations. Courts to interpret
®business as ®judicial activities and ®p
Image CourtesEDRM.négt
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7.2.Need forElectronic Records ManagemenfERM)
As per the records management staardl ISO 15489, there is a clear distinction between
current and noncurrent records. The current or activerecords are regularly used for the
current business of an agency, institution or organization and continue to be maintained in
their place of orign or receipt. The currenteecords can be subjected to further modification
and processing. The currentrecords are maintained within the-g2cords creation system
(Case Information System) or in the datenter for live transactions.

The erecords which are complete in all respects and no longer required fortdagay
conduct of an active business are referred as fmmrent or inactive records, which are
required to be transferred to digital repository for preservation. The raurent e-record is
the final output of the erecords creation system.

It is important to note that erecords creation system and digital preservation system are
two different systems with a distinct focus and role which should not be mixed.

Incorporate e-Record Management (ERM) Practice: 1ISO 15489

Open Information Archival System
ISO 14721:2003

i Preservation Judicial Trustworthy Digital Repository
Evidence -~
e | SO 16363:2012
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Fig. 3. ThelLifecycle ofRecordsManagement

(Image Courtesy PRoPeR Best Practices & Guidelines,
eGov.DP.0D1 Version: 1.0 December, 2013, MeitY
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7.3. Call for Attention
Advanced Information & Communication Technologies are significantly helpfuhen
modernization of judicial procedurefCT is regarded as the key Information Governance (IG)
stakeholder for the courtsWhile it is so critical to leverage the benefits BT based
solutions for acceleration of justice to citizens, the potential threats to judicial electronic
records must also be recognized and necessary measures for long term digital preservation
of judicial electronic recordseedsto be implemented andnistitutionalized on priority.The
judicial Records and Information Management (RIM) is critical irrespective of whether it
comprises efiles /born-digital records produced by software systerosthe digitized copies
of legacy papetbased records or digited microfims. The potential threats for judicial
digital records include:

A Digital obsolescence due to rapidly changing technologies

Proprietary file formats
Data corruption
Storage media failure
Computer virus
Therefore, Judicial Digital Repositori¢3DRs) duly audited and certified as per ISO 16363
become the key mechanism for governing the information / digital records of {targ
value. The figure 4. shows various layers of activities involved the establishment of
trustworthy digital repository.

> > > >
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Fig.4. Layers of ISO 16363 Certified Trustworthy Digital Repository
(The layered representation of Trustworthy Digital Repositényage Courtesy
Proceedings of-DAC/APA International Conference on Developing Trustworthy Digital
Repositories for Digital Preservation, 2014

7.4.1SO 16363 Certified Trustworthy Digital Repository
A digital repository has the responsibility for long term preservation of digital resources, as
well as making them available to communities agreed upon by the depositdrghe
repository. The trustworthiness of a digital repository, as defined in ISO6B62012 is
established through periodic audit and certification which guarantees the capacity of a
digital repository to deal with the threats and risks within its systems, to monitor, plan and
maintain the digital resources, as well as the ability to acd implement the strategy for
digital preservation. It provides a framework for the understanding and increased awareness
of archival concepts needed for long term digital information preservation and access.

The Trustworthy Repository Audit & Certditon (TRAC) metrics are split into three subject
groups:
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A Organizational Infrastructure- the repository's administrative, staffing, financial,
and legal functions

Digital Object Managementhe handling of digital objects fronmgeststo access
Technology, Technical Infrastructure, and Securiyhe technology used to handle
ingested objects

> >

Third party audit is conducted by the accredited audit organization, which provides
certification after successful completion of the audAfter the certificationis received, the
digital repository is audited on yearly basis to retain its validityhis approach is extremely
helpful in protecting and preserving the digital repositorieser a long period

7.5. Digital Preservation Policy for Courts
Therefore, n order to avoid fragmented and shottved efforts, Supreme Court of Indiand
High Courd haveto define and adopt acomprehensive digital preservation policwith a
high level ofcommitment toestablish andsustainJudicialDigital Repositoriesduly certified
as per ISO 16368long with the supporting ecosysteifior long term digital preservation of
judicial records.

7.6. Ecosystem forTrustworthy Judicial Digital Repositories

The ecosystem folrustworthy Judicial Digital Repositories include

A State-of-the-art digital repository infrastructure in terms of data centre
environment, cloud infrastructure, storage, disaster recovery site, high speed
network connectivity
Sate-of-the-art software tools and systems necessary for digital
preservation, data processing,data migration, integrity and authenticity,
search and retrieval, -@liscoveryand annotation
Digital preservatiorand information securitypest practices and guidelines
Access control as per the designated users of judicial diggjabsitories
Open and standard based data format specifications
Cataloging, descriptive and technicaletadata standardsto enable proper
representation and comprehension of digital records
Well-defined data flow mechanisms tink related business procegs and to
ensure proper data deposits, preservatiamdretrieval
A Qualified & tainedhuman resourcdor managing judiciatligital repositories

>

> > > >

>
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7.7.Trained human resource for JDR
The roles described in this section require relevant domain expertise, knowledge of digital
preservation best practices, ability to conceptualize and develop technological solutions and
manage the digital preservation infrastructure.

A Digital Archivist
Adigital archivist is an expert competent to appraise, acquire, authenticate, preserve, and
provide access to records in digital form.

A Digital Curator
A digital curator has the domain knowledge to improve the quality of information and the
data being store in the digital repositories for present and future use.

A Digital Repository Manager
A digital repository manager has the technical expertise to manage and support the
workflows, hardware and software infrastructure necessary for digital preservation.

A Digital Repository Administrator / Archive Administrator
The digital repository adminisator or archive administrator looks after the administration
of staff, budgets, facilities, logistics, and other support functions of the digital repository.

A System administrators
Digital preservation is a highly technology driven activity, and therefore, a trusted digital
repository requires to be strongly supported and sustained by human resource with
technical skills irsystem / storage / network administratioand cloud managemd.

7.8.Digital Preservation Standards
The Judicial Digital Repository infrastructure,High Courd and the JDR management staff
should collectively gear up the capacity foomply with international standards and best
practices related to digitapreservation as under

A 1SO 16363 Audit & Certification of Trustworthy Digital Repositories

ISO 14721 Open Archival Information System (OAIS) Reference Model
ISO 13008 Digital Records Conversion & Migration Process
ISO 13028 Implementation Guidelines fagifization of Records
ISO 15489 Records Management
BS 10008 Evidaral Weidnt & Legal Admissibility of Electronically Stored
Information (ESI)
A SO 27001 Information Security Management

> > >y > B

The list of international standards needs to be updated regularly for keepacewith new
technologies andhe evolving nature of best practiceAlso, the relevant national level
digital preservation standard and guidelines notified by MeitY such asvélHD Metadata
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Dictionary & Schema and Production of PreservablRexords (PROPeR) must be suitably
incorporated as these are designed to meet the requirements of above listed ISO standards.

7.9. Digital Preservation Planning
The judicial digital repositeesto regularly preparedetailed digital preservation plans with
consideration for data volume estimation, threat assessments, data migration
requirements refreshing of storage mediainfrastructure upgradation,manpower and
capacity buildingrisk managemat / mitigation, disaster recovergndbudget provisiongor
sustenance

7.10. Audit & Certification
In order to ensure trustworthiness,he Judicial Digital Repositoriesto obtain ISO 16363
certification from the accredited third-party organization through regular surveillance
audits.

It must be noted that ISO 16363 buildesmprises oimany ancillary standardalongwith ISO
14721 OAIS Reference Model at its core.

7.11. Advantages
Establishment ofCertifiedJudicial DigitaRepositories wilprovide following advantages and
benefits to Indian Judiciary.

A Duly audited and certifie¢as per 1ISO 1636§3udicial Digital Repositories will enable
the Supreme Court of Indiand High Cours of India in effective management and
consolidation of the dital information / digital records (bordigital & digitized
both) with proper accountability.

A 1t will also reduce the scattered efforts to digitize and manage the records locally
with inconsistentand nonrstandardpractices.

A Traceability and availabty of digital information / digital records of londerm value
will significantly improve.

A 1t will reduce the existence dark archives, which get created out of catalogued
records packed in boxes and digital data stored on offline / obsoéteage media.

A 1t will be possible for the judiciary staff ttake proper care of the legally sensitive
digital records.Very often all information whether sensitive or not is lying in the
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software systems. The practices of digital preservation regime lealp in identifying
such valuable information /digital records to ensure protection and preservation.

A 1t will be possible to develop AI/ML based intelligent decision support and analytics
for accelerating justice delivery on top of the Judicial Digitap&sitories (JDRS).

A The judicial digital repositories to maximize the benefits of digital records preserved
in its custody for strengthening the judiciary, while adhering to the rules and policies
governing the data / digital records.

A Efficient access andvailability of digital records

Semantic linking and referencirtgetween digital records

Improved reliability & digital records

> >y >

Increased confidence iegal admissibility of digital records

7.12. Flagship Project to EstablisnJudicial Digital Repository
The flagship / leagroject to implementludicial Digital Repository may be undertakeith
one of theHigh Cours on priority. It will help in developing the model infrastructure along
with the software tools, and tried & test procedures, which can be speedily replicated and
deployed in otherHigh Cour. It will also help in improving the overall approach for
implementation by avoiding the mistakes and lessons learMore detailed SOPs and
guidelines can be evolved.

7.13. International Collaborations

As a part of the flagship project, international collaborat®with organizations liké&ational
Centre for State CourttdNCSC)National Institute of Justice (NIdnhd National Institute of
Standards and Technology (NI$T}he USnay be explored for conducting joint workshops,
conferences, study visits and training prograntSuch initiative wilhelp the teams to learn
from the implementation models in developed wotries and give wider exposure to
technology trendsin judiciary Organizationslike NCSCNIJand NISThave been evolving
policies and standards for dealing wiktey topics liketechnology standards for advancing
justice,legal admissibility of erecords e-evidencepreservation and accessince long ago
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8. Digital Preservation

8.1. Definition of Digital Preservation
Digital Preservation is a secure and trustworthy mechanism to ingest, process, store,
manage, protect, find, access, and interpret digital information such that the same
information can be used at some arbitrary point in the future in spiteb$olescenceof
everything: hardware, software, processes, format, people, etc.

The erecord has to be preserved in such way that it should be possible to find, read,
represent, render and interpret the information accuratelyorresponding to theoriginal
record,along with all associated information necessary for proper comprehensidre e
record has to be preserved in such a way that it will remain accessible, relthbteyverable,
authentic and usable for subsequent reference.

Therefore, archival software andigital preservation toolsarerequired to be developed and
deployed.The ISO 14721 OAIS Reference Mbdslto be adoptedby thelndian Judiciaryo
meetits digital preservation and access requirements

8.2.1SO 14721 Open Archival Information System (OAReference Model
ISO 14721:2012 defines the reference model for an open archival information system (OAIS).
An OAIS is an archive, consisting of an organization, which may be part of a larger
organization, of people and systems that has accepted tlesponsibility to preserve
information and make it available for a designated community. It meets a set of such
responsibilities as defined in this International Standard, and this allows an OAIS archive to
be distinguished from other uses of the term "aree". The term "open” in OAIS is used to
imply that ISO 14721:2012, as well as future related International Standards, are developed
in open forums, and it does not imply that access to the archive is unrestricted.

The OAIS Reference Model provides

A aframework for the understanding and increased awareness of archival concepts
needed for long term digital information preservation and access,

A the concepts needed by nearchival organizations to be effective participants in
the preservation process,

A aframework, including terminology and concepts, for describing and comparing
architectures and operations of existing and future archives,

A a framework for describing and comparing differembng-term preservation
strategies and techniques,
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A a basis for comparingthe data models of digital information preserved by
archives and for discussing how data models and the underlying information may
change over time,

A a framework that may be expanded by other efforts to cover long term
preservation of information that is nibin digital form (e.g. physical media and
physical samples),

A expands consensus on the elements and processes for long term digital
information preservation and access, and promotes a larger market which
vendors can support, and

A guides the identification ad production of OAFgelated standardsthat require
to be tailored to meet the domain specific requirements.
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Fig.5. High-level representation of OAIS Model
(Image Courtesy, ISO 1472012 Open Archival Information System (OAR&ference
Model OAIS igsesourcefulwith functional guidelines and procedures, wherein each high
levelblockis exploded with minuteperationaldetails.

8.3. Specially DesignedJudicial Ogital Preservation System (JDPS)
A comprehensive software system based on OAIS Reference Model needespdugally
designed and developedor the Indian Judiciary based on exhaustive study ofhe
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requirementsof the legal domainThe software can be developed using open technologies
with well-documented source codi®r regular upgradation and consistent version control
TheJudicial Digital Preservation Systetievelopmentrequirestwo distinct modulesnamely
Archive ManagemerandAccess PortalA separate module may lmonsidered for managing
the pending case records.

8.3.1. Archive Management
The Judicial Digital Preservation Syste(dDPS)o provide necessary functionalities for
Submission Information Packag&l validation, metadata creation, automatic metadata
extraction,ingest, storageand archivenanagementArchival Information Packag@&(P and
Dissemination Information PackagBIP configuration access contrglannotation,integrity
and authenticity information.

8.3.2. Access Portal
The access portal to allow acceptance of Submission Information Packages (SIPs) and online
metadata creation by subordinate courts. It should use reliable mechanisms for user
authentication, user management and access control. The portal twiole access to digital
records along with descriptive metadata or entire Archival Information Package (AIP)
depending on the user privilege€onfigurable Dissemination Information Package (DIP) to
be provided for the designated users.

8.3.3. Search &Retrieval
Theaccessportal to providethe following types of search mechanisns retrieve relevant
information / digital records from the Judicial Digital Repository
Query in English, Hindi and Regional Langsage
Fuzzy search
Full text search
Cataloging metadata search
Parameterbased / facetted searctvith filtering mechanism
Boolean search mechanism with options
Wild card search
Logical searchproximity search
Search within seargmested keywords
Elastic search

O O O O O 0O 0o o o

Note:-

There are many types bsearch methods available as mentioned above. It is necessary
to select appropriate type of search methods for the given digital repository as the
search functionality dependson the quality of data and metadata e.g., full text search
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depends on availability of extracted text (OCRin case of digitized record$ and the
accuracy of OCHRor the documents being searchedln case of noisy / inaccurate OCR, it
only consumes the compute resources without providing greater searchability. Text
summarization techniques are used to optimize and reduce the load on full text search.

8.3.4. EDiscovery
With the rise in the volume oBectronically Sored Information (ESI)in Judicial Digital
Repositores, e-discovery tools will be necessary tmalyze review ancextract meaningful
and relevant informationfrom preserved data in terms afligital documents, audio video
material and information in other electronic formatsThe data collectiondocumentation
and preservatiormethods have to be properly organized feffective e-discovery.

8.3.5. Scalability
Thescalable framework odudicial Digital Preservation Systef@DPSghouldallow addition
of new ingest procedures depending on type of data.

8.3.6. Access Control
The JDPShould allow configuation of different policies for public and private recoragth
controlled access as per the designated users

8.3.7. Customizability
The Judicial Digital Preservation System to allow custorhility in terms of regional
language supportrecord retention schedules and policies which may differ from court to
court within the common framework.

8.4. Benefits of StandardizedOAISmplementation
The digital repositories should be established using the standardized Judicial Digital
Preservation SystenfJDPSacrossHigh Cou and Supreme Court of Indi&his approach
provides following tangible benefits to Indian Judiciary

A Interoperability between Judicial Digital Repositories
Homogenous and standardized implementation of the judicial digital preservation
system acrosdigh Coum,district courtsandthe Supreme Codurof Indiawill ensure
interoperabilityand easyexchange of dataising standardized protocoland APIs

A Scalable Framework
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OAIS provides a generic reference model with exhaustive documentation of
functional procedures. It is designed for scalability and adaptation, as per the domain
specific requirements.

A Reduction ofGost andDuplicate Eforts
Standardized implementation ofudicial digital preservation systenwill avoid
similar duplicate efforts causing greater expenditure and repetition of inconsistent
efforts resulting inincongruentand nonrinteroperable systems.

A Greater Stability and Reduced Technical Support
It is possible to provide more stable system as there @istinct pattern in support
requirements and errors in its performanceniakes it loteasier to provide technical
support and reduce thenaintenance cost for the organizations.
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Fig.6. Functions of Ingestas per OAlStandard
(Image Courtesy, 1SO 1472012 OAIReference Modgl
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9. Implementation Model

9.1. Disadvantages and Problems iNonStandard DMS implementations
A digitization survey was conducted for knowing the current state and the volume of
digitization requirements across differeritigh Cours. Referto Annexurel for the survey
form which was used for deriving the insight§he survey revealed that many courts have
massiveunmetdigitization requirementslit can be estimated thathte storage requirement
of digitized records may run into several petabyt€Some courts have conductechpial
di gitizati on b u tocumdntdgnagenentSystemi{CIVWE)Somacouyts aie
yet to digitize their records. Sonmae using either open source or proprietary DMS solutions.
L e tunderstand theissuesinvolved inthe inconsistent andfragmented approachof
implementation

9.1.1. Open Source DM&plementations
It is observed thabpen sourceDMSsoftware are beingusedby some courts. Very often
open-sourcesolutions getusedat the local level because difieir free availability.But with
such an approach, the mtadata requirements, scalability, interoperability, security,
reliability and audit requirements get compromisgdnhich are essential for managing the
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judicial records Also, the open source DMStsa@re may not fulfill the requirements of ISO
14721:2012 OAIS Reference Model.

9.1.2. Proprietary DMS Implementations
The commercial DMS solutions may euap with vendor lockin, as a result the courts
become vendor dependerdue to proprietary nature of the systemit is observed that
venders store the digital records in closed source formatirgentionally create complex
technical barriers to ensure dependence of the customarsuclha case, the record owners
cannot take out the records or metadafeom the DMSor migrating it into another system.
In order to achieve this the customer has to pay heavy fees for data migrdtlsnally, the
proprietary DMS solutions do not fulfill the requirements of ISO 14721:2012 OAIS Reference
Model. The courtsvill have tofrequently purchase new versions and upgrades from the
vendorfor maintainingthe accessibility ofts owndata. Thenon-standard and fragmented
DMS implementations can create islands or sibdslata repositories The interoperability
between such heterogenous systenpeses a major challeng@ henon-standard approach
may also endup in wastage of resourcesduplicationandduplicationof efforts.

Based on abovementioned observationge can conclude that is not practical and viable

to establish, operate and maintain digital repositories at 672 district courts. This requires
centralization at theHigh Courtevelfor effective managenent. The implementation model
proposedin this SORs illustrated in Fig.8.

9.2. Administrative Organization of Indian Judicial System
Every High Courthas superintendence over all courts and tribunals throughout the
territories overwhich it exercises jurisdictionThe Supreme Court has original, appellate and
advisory jurisdictionThere are25 High Cours and approimately 672 District Courts.
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9.3. Approach for Implementation
The implementation model is elaborated stdpy-step as below.

A The digitization activity to be undertakest Supreme Court of Indi#digh Cours and
District Courtsas per thestandardizeddigitization specifications and metadata
parametersgiven in the digital preservation SOP

A Supreme Court of Indiand High Cours should establish separate Judicial Digital
RepositorieJDR)which should aim to achieve ISO 16363 certification for ensuring
the trustworthiness of cyber infrastructure, data management practiceshe
proceduresand digital continuity plans

A Judicial Digital RepositorigdDR established athe High Cours should preserve the
records produced bydigh Cours as well as district courtsising the standardized
Judicial Digital Preservation System (JDPS) which is designed to comply as per the
ISO 14721 Open Archival Information System (OAIS) Reference.Model

9.4.Disaster Recovery Sits
The disaster recovery site should take care of thedata requiring long term digital
preservation. The DR sites should be established with proper manpower, infrastructure,
environmental controls (temperature, humidity) and security for ensuring the safety of data
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and storage media. The systems and processes ifegular maintenance refreshingand
cataloging of storage mediahould be put in place

The High Courg based in lowrisk seismic zone Il such agrigaluru, Hyderabad, Jaipur,
Ranchi, Allahabad and Bhopal may be considered for establishing@dkee DR facilies to
take care of the DR requirements of Aligh Cous.
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10. Interoperability between JDR S

The interoperability betweendudicial Digital Repositories (JDRsS)is very critical for
integration and sharing of records between the courts. Therefore, the standardization of
metadata,dataformats and repository management systenagross the judiciarjpecomes
very essential.

10.1. Metadata Interoperability
It is extremely mportant to standardize the common metadata elements and schema across
the Indian judiciary for preservation purposé. promotes interoperability and provides
following advantages.
A The standardization of metadata can boost efficiency of search & retrieval across the
digital repositories.
A It also enables the facetted search, categebpgsed classification and sorting using
common parameters.
A It also helps in performing unified seardver metadata catalogues from various
repositories.
A The standardization of metadata scheme can also boost the automation efforts and
improve the quality of metadatawhich is necessary to understand the record.

On the contrary, it is not possible to integrateetrieve and sharethe records with non
standard metadata.

10.2. Datalnteroperability
Standardization of operdata formats as given in this SOP can provide theldiwing
advantagesowardsdatainteroperability.
A Reduces or eliminates the threat tife format obsolescence, which is a major risk in
non-standard propréetary file formats.
A Data can be easily used and exchanged between the repository systems.
A Reduces expenditure in purchase of proprietary tools ameestments infrequent
upgradationas perthe change of versions.
A Saves your data from vendor lodk.

10.3. SystemInteroperability

A A specially designed and standardized digital repository managemsestiesn for the
judiciary can enable seamlesategration andexchange of records between the
courts.
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A It also makes it easy to track down common problems which tma addressed by a
shared solution. Also, its possible to design and useommon protocols andAPIs
across repositories

A 1t will be easy foState Judicial Academy (Sd@}rain officials due to standardization

of processes and systems.
A It will improve the predictability communication, effectivenes of overall digital
preservation activityacross alHigh Cours.
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11. Digitization of Legacy Records

11.1. Planning for digitization
Before going for digitization task in a Judiciary, groundwork is required for selection of
documents which needs digitization considering importance and future requirements of the
documents, type of documentfiles, rare books, historical documents, loosbeets, maps
etc.) andvarious sizes of the documents (A®10). An approximate number of total pages
beingdigitized have to be workd out for the estimation of total efforts, work involved and
duration of the project.

One of the biggesthallenges/ tasks of the Digitization project is that on one hand the

artefacts are priceless but in poor physical condition, on the other hand the service provider

is expected to meethe minimum target ofdigitizing 30-50 thousand pagesn excellent

quality at mdtiple distant locations of District Courtdaily. Keeping this target in mind, the

service provider must acquire a thorough understanding of the District Court holdings and

the manner in which the current systems and procedures work. The various ty@eshobal
material/data in the courts comprise of data or judgments/orders and other records
collectively these are called ®&COdpRnariyHo!|l di n .
havefollowing kinds of holdings:

Fresh filed cases.

Documentseceived in pending cases.

Pending records

Disposed records (daily disposal).

Disposed records (before digitization initiated).

Electronic documents created (digitally signed) by different stakeholder.
Mechanism of storage of audio and video record in the respective case
records.

N o M wDdhPRE

Brief descriptions of above holdings:

a) Judgmens are typed or handwritten or printed or a combination of these (for
instance a typed note sheet with handwritten marking in the margins).

b) A vast majority of the Holdings comprise of Files of Legal and A4 sizes.

C) A single record may consist ohe or several pages.

d) The size of Judgment and order will be Legal / FS / A4 or equivalent.

e) Most of the documents are on papers.

Digital Preservation - Standard Operating Procedure (SOP); @ommittee



f) Most of the documents/ records aia black & white. There might be possibility that
some colour document rght be there.
0) All electronic document like audio, video or images submitted during the trial period.

The following activities or groundwork is required initially to initiate a digitization project
and for awarding the contract to the vendor (scamg agency).
A Weeding out the documents, files/records etc.
A Selection of documents for digitization
Identification of ype of documents (files/books/maps etc.)
Identification of the &ze of documents (A4/A3/legal etc.)
Total number of pages approx.
Funds awailable

> > > > P

11.2. Selection of Records for Digitization as peRecord Retention Policy
Supreme Court andigh Cours have already defined their own record retention policies,
which are helpful in differentiating the records, which require preservation. The records
retention policies of theHigh Courd are slightly different from each other. Therefore, the
following gereric guidelines are provided, which can be adopted by ktgh Cours for
defining the scope of digitization.

Disposed cases / judicial record=quiring permanent preservation

Administrative records requiring permanent preservation

Judicialrecordsof historical importance.

Judicial records requiringreservationafter its disposal (completion / end of life
cycle)

Judicial records required for frequent reference by different parties simultaneously
/ frequently.

A Pending records

> >y > >

>

It must benoted that the legacy records must be complete in all respects and should have
reached the end of life cycler them to be considered for digit preservation

The electronic records / bordigital records may be directly considered for digital
preservaion as per the record retention policy.

11.3. Pre-Scanning Activities
Before starting the scanning work, files/documents should be prepared or ready for
scanning. The prescanning activities which may include (but not limited to) removal of dust,
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removal of tags, pins, threads, rubber bands, application of curative techniques to
biologically infected or otherwise damaged documents etc., sorting and numbering of pages
in the document file in correct order. Special care and attensimrequired in preparinghe
documents which are too old and that may not be in good physical condition or are very
delicate and cannot be directly scanned. It is recommended to review physical documents to
verify compl et enesashi Ilietgyi bitlo tsganssomoakhly&¥acaatn
may summarize these activities as follow

A Collection of documents from user record room/courts to be scanned

Maintain record of received documents for scanning.
Cleaning/Dusting, if required.

Unbinding a document, if required.

Numbering/sorting of each page in correct order.
Flattening of wrinkles of folded pages.

Staples/pins /rubber band/file tags/paper clips removing.
Taping/pasting of torn pages.

Weeding out of undesired pages.

> > > > > D>y D> D> D

One should make photocopies of original docunt®pages, if necessary,
which have been identified by the Guowmment Depmrtment as special
documents but extreme fragile/ delicate and may get damaged upon
movement through the scanner mechanisms.

A Application of curative techniques for biological infecteddamaged pages if
required.

Detailed description of there-digitization process is as follows

Document Preparation

The District Court staff deputed in Record Room/Courts shall deliver the physical files on day
to day basis to vendor afteaking due acknowledgement from the Vendor. The vendor shall
do document preparation work by unbinding/ttagging/ un-dusting the physical files with

due care. Document preparation work shall include the work of unbinding, repairing,
cleaning, counting tB number of pages of the physical file and also rebinding if requires.
Proper tapes are to be affixed on torn pages.

Document Segregation

After the document preparation, the work of document segregation by flagging the physical
documents of files with indexing parametevill take placeas mentioned irthe Annexures.
There are different types of documents in a case file. In this processetjuired to identify
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and tag document types in a file. List of document types will be provided by the District Court.
Further, the recordwill be scannedas per the technical specification mentioned in
Annexures.

Stamping/Segregation

The vendor will dferentiate the original copy and photocopy in the case file which will flag
in the software so that scanned pages can be identified whether it is photocopy or original
document.

The work ofpre-scanning activities may be ihouse or can be assigned tbd scanning
agency. The documents would be handed over in lots as agreed mutually between the
vendor and thauser @vernmentDepartment. The vendor will provide acknowledgement of
number of documents and number of pages in each document received from user
department. The scanning team will maintain a record of the collected documents received
for scanning in a log register. This log register may contain the following details.

>\

Description/title of document collected
File number, if any

Date ofcollection

Total number of pages

Collected from ¢ourt officials)
Collected by (Vendor representative)
Date of return

Return to ¢ourt officials)

> >y > > >y > > D>

Return by (Vendor representative)

11.4. Digitization Strategy and $ecifications
The digitizationspecificatiors are provided with 3 differendigitization strategies as per
multiple types of records based on whether they requlack &White or Gayscale orTrue
olour scanning. All three digitization strategies can be applied depending on the
assessment of records.

Note:-

In this section, the digitization specifications are provided with alternatives in terms of
@highly desirable or &ninimum required quality expectation. The courtshaveto adopt
a comprehensive digitization strategy by selecting and combining the specifications

Digital Preservation - Standard Operating Procedure (SOP); @ommittee



given below. The digitization should at least comply the @minimum desired
specification.

11.5. PPI and DPI
The terminology ofPixels Per Inch (PPI) ised when itcomes to onscreen viewing /
rendering of scanned document3he terminology ofDots Per Inch (DPI) is used when it
comes to printing the document. We have come across diffelands ofscanners with
their software using PPl and sometimes DPI terminolsgwehile deciding the resolution.
Both terms are used to convey the same mearamglito decide the resolution.

JP2K file format for the final output of digitization is strongly recommended considering that

it provideslossless compression witmuch smalér file sizeif compared with the traditional
TIF format

11.5.1. Black & WhiteDigitization

Record Type | Purely textual, laser printed or typeset documents having clear
visibility of text with high contrast between white paper background
andinformation

Digitized Master Copyor Preservation

Minimum 1-bit bitonal mode- 300 ppi for documents with smallest significar
desired character of 2.0 mm or larger
quality

High quality 1-bit bitonal mode- 600 ppi for documents with smallessignificant
character of 1.0 mm or larger

Output format | JP2K (lossless compressiomost preferred

OR

Uncompressed TIFF

Accesuality Qutput for Online Usage

Compression | While producing the access quality PDF/A document, the digit
master copies of individal pages in the record are resampled at
reduced size

JPG Compression at minimum 72ppi to 96 ppi resolution

(The size of master image is reduced while ensuring the eas
readability of information in the record. The ppi resolutionncée
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increased to ensure clarity of text.)

Searchable A composite searchable PDF for Archival as per ISO 19005
PDF/A
Minimum PDF/Ala is acceptable as the basic profile for access qug
searchable document.
PDF/A2a is highly desirable as this formaupports the following
specification
1 JPEG 2000mage compression
1 support for transparency effects and layers
1 embedding oOpenTypdonts
1 provisions for digital signatures in accordance with the H
Advanced Electronic Signature$?AdES standard
1 the option of embedding PDF/A files to facilitate archiving afss
of documents with a single file
11.5.2. Grayscale Digitization

Record Type

Documents with poor legibility or diffuse characters (e.g. carbon
copies, faxed copies, etc.), handwritten annotations or othel
markings, low inherent contrast, staining, fading, halftone
illustrations, or photographs

Digitized Master Copyor Preservation

Minimum 8-Dbit grayscale mode 300 ppi for documents with smallest significal

desired character of 1.5 mm or larger

quality

High quality | 8-bit grayscale mode:- 400 ppi for documents with smallest significar
character of 1.0 mm or largerin the case of detailed photograph
illustrations or diagrams the resolutions may be increased up to
beyond 600 ppi.

Output format | JP2K (lossless compression) mgseferred

OR
Uncompressed TIFF

Accesuality Qutput for Online Usage
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Compression | While producing the access quality PDF/A document, the digit
master copies of individual pages in the record are resampled
reduced size

JPG Compression atinimum 72 ppi resolution

(The size of master image to be reduced while ensuring the eas
readability of information in the record. The ppi resolution can
increased beyond the minimum recommended resolution to ens
clarity of text.)

Searchable A composite searchable PDF for Archival as per ISO 19005
POF/A

Minimum PDF/Ala is acceptable as the basic profile for access qug
searchable document.

PDF/A2a is highly desirable as supports the following specification
1 JPEG 2000mage compression
1 support for transparency effects and layers
1 embedding oOpenTypdonts
1 provisions for digital signatures in accordanceith the PDH
Advanced Electronic Signature$?AdES standard

1 the option of embedding PDF/A files to facilitate archiving of s
of documents with a single file

11.5.3. True Colour Digitization

Record Type | Documents as described for grayscale scannirad/or where color is
important to the interpretation of the information or content, or
desire to produce the most accurate representation

Digitized Master Copyor Preservation

Minimum 24-bit RGB mode 300 ppi for documents with smhdst significant
desired character of 1.5 mm or larger
quality

High quality 24-bit RGB mode 400 ppi for documents with smallest significai
character of 1.0 mm or largenn the case of detailed photograph
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illustrations or diagrams the resolutions may becreased up to o
beyond 600 ppi.

Output format | JP2K (lossless compression) most preferred
OR

Uncompressed TIFF

Access quality output for online sharing

Compression | While producing the access quality PDF/A document, the digit
master copies of indidual pages in the record arresampled at a
reduced size

JPG Compression at minimum 72ppi resolution

(The size of master image is reduced while ensuring the eas
readability of information in the record. The ppi resolution can
increased taensure clarity of text.)

Searchable A composite searchable PDF for Archival as per ISO 19005
PDF/A

Minimum PDF/Ala is acceptable as the basic profile for access qug
searchable document.

PDF/A2a is highly desirable as this format supports the fmMling
specification
1 JPEG 2000mage compression
1 support for transparency effects and layers
1 embedding ofOpenTypdonts
1 provisions for digital signatures in accordance with the H
Advanced Electronic Signature$?AdES standard
1 the option of embedding PDF/A files to facilitate archiving afss
of documents with a single file

Note:-

It is mandatory to store digital records in open standardsbased formats in the
Trustworthy Digital Repository and for clearing the audit and certification as per ISO
16363. Therefore, courts and other agencies likgolice stations should ensure that
digitized records or digitally signed records are produced in compliance with the open
standards-based formats as defined in this section.
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The closed source and proprietary file formats are not sustainable over long term and
can become obsoleteConverting the digitally signed documents into open formats in
the later stage may result in loss of evidentiary value of the record.Therefore, existing
software systems should be upgraded to produce the output in recommended file
formats only.

11.6. Optical CharacteRecognition (OCR)
Optical Character Recognition refers to recognition on maciuriated text that uses
various fonts, such as Arial, New Times Ronoarregional language fontsThis text is
created with a word processor, typewriter, orter.

For best recognition results, use a dpi (dots per inch) between 200 and 300 dpi. 200 dpi is a
minimum dpi for text that is 10 point or larger. If the text is 9 point or smaller, the dpi would
need to be highell.anguages that have small intricatgharacters use minimum 300 dpi for

10 point text.

Production of garchable PDF/A document requires OCR to be performed on digitized images
containing printed textThe documents in regional languages will require regional language
OCRsupported with propely trained datafor good results.

It is quite likely that some recosimay contain text in English as well esggional languages.

In such case, appropriate bilingual OCR should be U3edlOCR may be selected on the basis
of accuracy of the text outputNew startups may be involved in OCR customization and
optimization.

It is difficult to perform handwriting recognition on hand written documents.

11.7. File Naming as per CNR Guidelines
Thefile naming of digitized filesnust comply with @se Number Record (CNRYumbering
System. Incremental serial numbers may be added in the CNR string of characters to define
page numbersAn example is illustrated below

Each folder of the record to be exaly named as per the CNR of the record and it should
contain the following folders.
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Folder structure for each digitized record
Record Name as pe| PBJL01015294-2016

CNR System
Main Folder Name | PBJL01015294-2016
Sub-folder Name 1 | MasterPBJL01015294- Contents of folder
2016 PBJL01015294-2016 001jp2
PBJL01015294-2016_002jp2
PBJL01015294-2016_003jp2
Sub-folder Name 2 | AccessPBJL01015294- Contents of folder

2016 Access quality PDF/A file and
DigitizationVerification
Information (DVI)n XML format

PBJL01015294-2016.pdf
PBJL01015294-2016-DVIXML

Thedistrict court shouldcopy thedigitized records arranged in folders as indicated abaove
LTO tape®r Blue Ray Disks or DVBxxd transferthe digitizedrecordsto the High Courfor
preservation. They may also maintain a copy of this daféhe JDPShould suffix an
autogenerated number and timestamp after the ingest of SIP.

11.8. Verification of Digitized Records
The designated officer(s) of the coushould verify ech digitized recordy comparing it
against the originaldocumentas perfollowing parameters(as applicable)and store the
following information in a database.

The following information forms the basis for issuing the certificate by thesignated
officer for certifying theadmissibility of digitized record in the court as per tBection 65B

of Indian Evidence AdRefer the section on legal framework for specific clauses applicable
in this context. The rank and designation of the officers in charge of the particular
digitization processes should be identified for uniform implementation.

Verification of Digitized Record

Record number

Document orientation (Portrait or landscape)

Number of pages
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4 Original or photocopy

5 Comparison of source and digitized record

6. Legibility of text in scanned document

7 Quality of images

8 Date and time ofligitization

9 Master file name, size, format

10. Special considerations

11. Edits performed

12. Integrity of the final digitized record

13. The name of the agent associated with the digitization process (e.g. nam
the outsourced bureau aname of the irRhouse operator)

14. Capture device name (HW / SW)

15. Date of last calibration of device

16. Verified by

The XML schema for DVI is given below

Digitization Typelnformation [IEI 'IDDcumentOrientatianpr'J]
[#] RecordMumber [1.1] string
[8] DocumentOrientation [1.1] (DocumentOrientationType) [ I:Statl.lEOfDDCLImEI"ItT}'pE]:]
[8] NoOfPages [1.1] string
[e] StatusOfDocument [1.7] (StatusOfDocumentType) i
[e] DocumentType [1.1] string (€] FileName  [1.1] string
(8] ComparisonOfSource [1.7] string (2] FileSize [1.1] string
[&] LegibilityOfText [1.1] string (€] FileFormat [1.1] string
[e] QualityCflmages [1.1] string
[g] DigitizationDateTime [1.1] dateTime
[e] MasterFile [1.1] MasterFileType
[&] SpecialCensiderations [1.7] string
[e] EditsPerfarmed [1.1] string
[&] IntegrityOfDigitizedRecord [1.7] string
(] AgentName [1.1] string
[e] CaptureDeviceName [1.7] string
[e] DateOfLastCalibrationOfDevice [1.1] string
[&] VerifiedBy [1.1] string

The Digitization Verification InformatiorfDVI)gets linked with the Digitization Information
(Block No. 9) in the Preservation Metadata as definedth@ chapter on metadata
requirements
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11.9. Quiality Control

Quiality control procedures should be defined, documented and implemented. Quality
controlis necessaryo ensure the digital copy of the nedigital source record is a true and
accurate copyThisis criticalsuch thatthe records possess integrity and are authentic.

Quality control procedures shouldot only be applied at the point where thdigital output
is produced but alsobe documented and built into the ongoing operation of the digitizing
process. Quality control procedures should, at minimum, address the following issues:

v any acceptable variations from normal procedures;
¥ scanner operation quality control;

v verificationto ensurethat the digital output matches the quantity of nowligital source
record input;

v extent and frequency of sampling of digitized images;
v criteria for checking image quality;

v frequency and criteria for checks on metadata;

v processes for redigitizing;

¥ operator training.

Quality checking should be completed before the digitized images are accepted into a
business process, as a master copy in the case of digitization projects. Quality checking
should be complete before the destruction of the naligital source records is considered.

11.9.1. Reviewing Quality Control Checking

The results of quality control processes and quality cke should be documented. A review

of quality procedures for digitizing should be undertaken regularly to ensure that the
procedures continue to meet the business purpose. Appropriate training should be provided
to all staff who create, manage or work withigitized records. Documentation on the level
and the frequency of training provided to those staff involved with digitization should be
created and maintained.
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11.9.2. Digitization Cell

Adedicated digitization celshouldbe established at eachigh Courtcomprising of Project
Manager digitization and metadataexpertsand technical personas apermanent cadren

order to monitor the dayto-day progress of the digitization project as per project
management guidelinesThe digital cell should be headed by an officer with technical
background such as Registrar (IT), Registrar (Computer) or an officer (Technical) nominated
by Hon-ble Chief Justice of thdigh Court

Additionally,there is a need toet up Digitzation Officesat the DistrictCourts for the entire
duration of this exercise. T@se offices will manage contracts witraccepted vendors for
specialzed services while being accountable to the judiciary for accomplishing phase wise
digitization milestones.

11.9.3. Synchronizing the legacy digitization
ManyHigh Cours have digitized court records following their own format and parameters of
metadata. Now in view of the SOP for digitization, the legacy dagitidata should also be
synchronized with standardized pamnzeters of digitization provided in the SOP.

11.9.4. Digitization Progress Monitoring
There should be an onlil@mmonmechanism to monitor the progress of digitization in all
the courts. Proper logs with date, timestamp and accession register of digitized records
should be maintained to report and monitor the progress of digitization happening in courts
across IndiaThereporting of digitized records and transferred records should be compared
for verification. Release of payments to vendors involved in digitization should be linked
with online reportingonthe progress of digitization.
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12. Metadata Requirements

12.1. Adoption of ParisCataloguingPrinciples for Judicial Records
The digital preservation of judicial records requradoption of the Paris Principles for
Cataloging whiclare helpful in selectinghe common cataloging parameters (International
Conference o€CatalogingPrinciples 1961¥or access purposeThe Paris Principles primarily
focus on how to find a single resource-fecord) and how to find sets of resources (large
volume of erecords) associated with a given person, family, or organization oeathurces
on a given subject. It also covers the finding of resources defined by other criteria such as,
language, date, type, place etc. The catalogy parameters for erecords provide adequate
access points for classification and retrieving the biblioghéc data. The catalagng
parameters are mandatory to be filled for the purpose of archival and access.

Therefore, while considering thBaris Principles for Catalogng, the common metadata
elementsshould beidentified based on the inputs received frovariousHigh Cours. The
metadata elements arelustered into 12 information blocks as listed below

12.2. Preservation Metadata Information Blocks
Sr. No. | Preservation Metadata Remarks
Information Blocks
1. e-filing Information
Caveatinformation
3. Case Information 3.1 and 3.2 are repeatable blocks

3.1Litigant Information
3.2 Advocate Information
3.3Subject Information
3.4Document Information

4 FIR Information

5 Act Information It is a repeatable block.
6. Judge Information It is arepeatable block.
7

8

9

Case Status Information
Order Information It is a repeatable block.

Digitization Information

10. Record Room Information
11. Old Case Information
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12.

Digital Signature Information

It is a repeatable block. It Epplicableto
digitally signed documents

13.

Integrity Information

It is a repeatable block.

The hash value of the document
generated and maintained for verificatio
of integrity. It is applicable to al
documents beingreserved.

14.

Access Control Information

This information block defines the acceg
control for each digitized record in termg
of Public or Private (Confidential records

The XSD combining all the information blocks is provided on next page.

Digital Preservation - Standard Operating Procedure (SOP); @ommittee



eCourtCaseType & FilingTypelnformation
[&] e-Filing [1.1] e-FilingTypelnformation e-FilingNumber [1.1] string
[&] Caveat .11 CaveatTypelnformation [€] e-Filinglype  [1.1] string
[& Case [1.1] CaseTypelnformation | @ eFilingdate  [1.1] string
[E FIR [1.1] FiRFypelnformation [E eFiling¥ear  [1.1] string
[E Act [1.1] ActTypelnformation
[€] Judge [1.1] JudgeTypelnformation | CaveatTypelnformation
[€] StatusOfCases 1 StetusOfCasesTypelnformation [ Caveatinfo  [1.1] CaveatType
™[5 Order [1.1] OrderTypelnformation | sl [€] Caveateelnfo [1.1] CaveateeType
[€] Digitization [1.1] DigitizationTypelnformation | [€] Caveatorlnfo [1..1] Caveatorfype
[ RecordRoom  [1.1] RecordRoomTypelnformation |
[€] OldCase [1.1] OldCaseTypelnformation | e o
[=] Fixity [1.1] FixityType [€] CaseCNRNumber  [1.1] string
€] Di res [0.1] DigitalSig Type | [€] CaseTypeCode [1.1] string
[g] AccessControl  [1.1] AccessControlTypelnformation | [ CaseTypeName [.1] sting
_ - [] CaseNumber [1.1] string
| 5 RegitiationNumber 1.7 stding
[€] Registration¥ear [1.1] string
[€] RegistrationDate [1.1] string
[E] NameOfstate [1.1] string
[E NemeOfDistrict [1.1] string
_ - [E] NameOfHeadQuarter [1.1] string
g NameOfaiuks [1.7] string
[&] EstablishmentCode  [1.1] string
[&] EstablishmentName  [1..1] string
[E] CaseStatus [1.1] (CaseStatusType)
[& VirtualCourtCNR [1.1] string
[€] FilingNumber [1.1] string
[€] CaseNature [1.1] (CaseNatureType)
[e] ConnectedCases [0.1] string
[&] Litigant 1.1 LitigantTypelnformation
[E] Advocate [1.7] AdvocateTypelnformation
[E Subject [1.7] SubjectTypelnformation
[€] Documents [0.1] DocumentsTypeinformation
[€] LowerCourt [1.7] LowerCourtType
FiRTypelnformation
[&] FIRInfo .11 FIRType
we[E] Chargesheetinfo  [1..1] ChargesheetType
[& PolliceStationinfo [1..1] PoliceStationType

ActTypelnformation
[&] Actinfo [1

JudgeTypelnformation

[€] JOCode [1.1] string
(2] JudgeName (111 string
[€] JudgeDesignation [1.1] string
StatusOfCasesTypelnformation
[¢] Purpose [1.11 string
(] SubPurpose  [0.1] string
[€] DateOfDisposal [1.1] string
[€] DisposalType  [1.1] string

OrderTypelnformation
(€] OrderType [1.1] (OrderTypeType)
(€] OrderDate [1.1] string
[e] JudgementDate [1.1] string

DigitizationTypelnformation

[#] RecordNumber [1.1] string
[€] DocumentOrientation [1.1] (DecumentOrientationType)
[€] NaOfPages [1.1] string
8] StatusOfDocument [1.1] (StatusOfDocumentType)
[£] DocumentType [1.1] string
[€] ComparisenOfSource [1.1] sting
(2] LegibilityOfText [1.1] string
[&] QualityOfimages .11 string
- [€] DigitizationDateTime [1.1] dateTime
[€] MasterFile [1.1] MasterFileType
[€] SpecialConsiderations [1.1] string
(2] EditsPerformed [1.1] stiing
[#] IntegrityOfDigitizedRecord [1.1] string
[e] AgentMName [1.1] string
[£] CaptureDeviceName [1.1] string
(€] DateOfLastCalibrationOfDevice [1.1] string
€] VerifiedBy [1.1] string
RecordRoomTypelnformation
(€] DateOfReceipt [1.1] string
(€] BlockNo [1.1] string
(€] RoomNo [1.1] string
(€] AlmiraNo [0.1] string
[€] RackNo [0.1] string
[€] Briefludgemnt [1.1] string
OldCaseTypelnformation
[¢] OldCascCNRNumber [1.1] string
“| (€] OldCaseNumber [1.1] string

FixityType

[€] Checksum [1.7] ChecksumType

DigitalSignaturesType

[€] DigitalSignature [1.7]

DigitalSignatureType ‘

AccessControlTypelnformation

[&] Disclosure [1.1] DisclosureType

Digital Preservation - Standard Operating Procedure (SOP); @ommittee




12.3. Preservation MetadataElements

Each preservation information block is expanded in terms of common metadata elements
andthe design of XSD is shown for clarity.

1. e-Filing Information

e-Filing Information

e-Filing No.

— All petitions, applications, appeals and é
e-Filing Type pleadings/documents in fresh, pending and disposed of ca
e-Filing Date of all types ardiled / uploaded electronically in PDF/A form

with digital signature.The metadata elements defined hel
are meant to capture the information necessary f
identification of efiling.

e-Filing Year

2. Caveat Information

Caveat Information
Caveat No.
Caveatee Name This information block captures the details necessary
identification of a caveat filedThis information is usefub
Caveator Name knowwhetherthe caveat is filed before or after filing the cag
RegistrationDate
Caveator Serial No.
Caveatee Serial No.
[E] CaveatTypelnformation [&] CaveatType

[2] Caveatinfo [1.1] CaveatType [8] CaveatMumber [1.1] string

[e] Caveateelnfo [1.1] CaveateeType [e] RegistrationDate [1..1] string

[8] Caveatorlnfo [1..1] CaveatorType

[E] CaveateeType

[e] CaveateeSerialMumber [1.1] string
[8] CaveateeMame [1.1] string

Caveatorfype
[e] CaveateeSerialMumber [1.1] string

[e] CawveateeMame [1.1] string
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3. Case Information

Case Information

CNR No.

Case Type Code

Case Type Name

Case/Registration No.

Registration Year

Registration Date

Name of the State

Name of the District

Name of the Head Quarter / Talukg

Establishment Code

Establishment Name

Case Status (Pending/Disposed)

Virtual Court CNR

Filing No.

Case Nature (Criminal or Civil)

Connected Cases

Lower Court CNR

Case information block captures all the identifie
and patrticulars of the case. The case is identif
by the CNRwumber, whichis a unique numberin
entire judicial system in the countrynformation,
such as master of case type, case nature, pend
and disposal remark, state, district, taluka an

established code, is

to be preserved f
identification of thecase related Information.

"[&] CaseTypelnformation

[8] CaseCNRMumber [1.1] string

[e] CaseTypeCode [1.7] string
le] CaseTypeName [1.1] string
_ [ [] CaseMumber [1.1] string
£ [2] RegistrationNumber  [1.1] string
[e] Registration'Year [1.1] string
[€] RegistrationDate [1.1] string
[e] NameOfState [1.1] string
[&] MameOfDistrict [1.1] string
. [€] MameOfHeadQuarter [1..1] string
£ [&] NameOfTaluka [1.1] string

[] EstablishmentCode [1.7] string
[e] EstablishmentMame  [1.1] string

[8] CaseStatus [1.1] (CaseStatusType)

[&] Virtual CourtCMNR [1.1] string

[e] FilingMumber [1.1] string

[e] CaseMature [1.1] (CaseMatureType)

[e] ConnectedCases [0.1] string

[€] Litigant [1.1] LitigantTypelnformation

[e] Advocate [1.7] AdvocateTypelnformation
[E] Subject [1.7] SubjectTypelnformation

[8] Documents [0.1] DocumentsTypeinformation
[] LowerCourt [1.1] LowerCourtType

=] (CaseStatusType)

[=] (CaseMatureType)

[E5] LitigantTypelnform

ation

[€] Petitioner

[€] Respondent [1.*] RespondentTypelnformation

[1.*] PetiticnerTypelnformation

AdvocateTypelnforma

tion

[e] AdvocateSerialNumber
[e] AdvocateName

[€] AdvocateType

[] AdvocateBarMumber
[€] PetitionerSerialNumber

[1.1]
[1.1]
[1.1]
[1.1]
[1.1]

[E] RespondentSerialMumber [1.1]

string
string
string
string
string

string

[&] SubjectTypelnformation

[&] Subject [1.1] string
[€] Category [1.1] string
[€] SubCategory [1.1] string
[€] PrayerOfCase [1.1] string
[&] Keywords [1.1] string

DocumentsTypeinformation

[e] Document [1.*] DocumentType

[&] LowerCourtType

[] LowerCourtCNRMumber [1..1] string
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3.1Litigant Information

Litigant Information (R)

Petitioner

Petitioner ID

Petitioner Gender

Petitioner Organization

Petitioner Serial No.

Petitioner Email ID

Petitioner Contact

Petitioner Address

Respondent

Respondent ID

Respondent Gender

Respondent Organization

Respondent Serial No.

Respondent Email ID

Respondent Contact

Respondent Address

This is a repeatable information block for all th
petitioners and respondents associated with the case.

a subset of Case Information. The serial number, iden
and gender of the Petitioner/ Respondent is equa
important whenthe case move from a subordinate court

to the higher court

& Litigant ypeinformation

PetitionerTypelnformation

[€] Petitioner

[1.*] PetitienerTypelnformation
[¢] Respondent [1.*] RespondentTypelnformation

[e] PetitionerSerialMumber  [1..1]
[E] PetitionerMame 1.1
[e] PetitionerlD 1.1
[e] PetitionerGender 1.1
[e] PetitionerOrganization  [1.1]
[e] PetitionerEmailld 1.1
[e] PetitionerPhoneMumber [1..1]
[e] PetitionerAddress 1.1

string
string
string
string
string
string
string

string

Respondent Typelnformation

[e] RespondentSerialNumber  [1..
[2] RespondentMName [T
[€] RespondentD [T
[e] RespondentGender f:
[e] RespondentOrganization  [1..
[8] RespondentEmailld [1::
[e] RespondentPhoneNumber [1..
[€] RespondentAddress [1..

1] string
1] string
1] string
1] string
1] string
1] string
1] string
1] string
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3.2 Advocate Information

Advocate Information (R)

Advocate Type (Caveator,

Advocate Name

Advocate Serial No.

Advocate Bar No.

Petitioner /Respondent
Serial No.

This information block captures the details of advocatesh
serial numbers to link them with the serial numbers
petitioners and respondents. It is a subset of Cg
Information.

3.3 Subject Information

Subject Information

Subject

Category
SubCategory
Prayer of the Case

Keywords

This is most important data for preservation which may
utilized for automatic categorization of cases with the heip
text analytics

3.4Documentinformation

Document Information

Document No.

Date of Document

Filed By Sr. No. of
Petitioner/ Respondent /
Advocate

Nature Of Document

This information block can besedfor identification of type
of the document submitted by which user and what action |
been taken on thatocument.

DocumentsTypeinformation

[e] Document [1.*] DocumentType

DocumentType
[8] DocurmnentMurmber [1.1] string
[e] DateQfDocument [1.1] string
[e] MatureOfDocument [1.1] string
[e] FiledBySrMNoOfPetitioner [1.1] string
= [&] FiledBySrMNoOfRespondent [1..1] string
[e] FiledBySrNoOfAdvocate [1.1] string
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4. FIR Information

FIR Information

FIR District

FIR No.

FIR Year

FIR Date

FIR Tehsil/Taluka

Chargesheet No./Date

Police Station Code

Police Station Name

This information block helps in identifying the location a
time of the crime and the police station where the FIR \
registered.

FIRTypelnformation FIRType
[€] FIRInfo [1.1] FIRType (8] FIRNumber [1.1] string
[e] Chargesheetlnfo  [1.1] ChargesheetType [2] FIRDate [1.1] string
[€] PolliceStationinfe  [1..1] PoliceStationType . [e] FIRYear [1.1] string

[e] FIRDistrict  [1.1] string
[2] FIRTehsil [1.1] string
[e] FIRTaluka  [1.1] string

ChargesheetType
[e] ChargeSheethumber [1..1] string
[e] ChargeSheetDate [1.1] string

Lo

PoliceStationType
[8] PoliceStationCode  [1..1] string
[] PoliceStationMame [1.1] string

5. ActInformation

Act Information (R)

Act

Section

This is an important information block which helps
identifying the nature of the case.

2| ActTypelnformation ActType

wea|—[€] Actinfo [1.*] ActType [e] Act [1..1] string

[e] Section [1.1] string
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6. Judgelnformation

Judge Information (R)
JO Code This information block helps in getting the nandgsignation
Judge Designation and code of the presiding officer/Judge who disposed of
Judge Name case.
7. Case Statusnformation
Case Status Information
Purpose Thisinformation block defines thenature ofdisposal of the

Sub Purpose

Date of disposal

Disposal Type

case andts final purpose listed before the court.

8. OrderlInformation

Order Information (R)

Order Type
(Interim Ordef Zimini
Order/ Fnal Judgment)

Order/Judgement Date

This information block indicates nature of order or final
judgment along withdate.

9. Digitization Information

Digitization Information

Status of  Document
(Original, Photocopy
Carbon Copy, True cop
Certified copy)

Date of Digitization

Document Type

No. of Pages

This information block picks up details from Digitizatid
Verification Information (DVl)along with the incoming
digitized records.

10.Record Rooninformation

Record Room Information

Date ofReceipt
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Block/Room No.

Almira No.

file.

Rack No.

Brief of Judgement

It helps in finding out the location of original hard copy of t

11.0Ild Casénformation

Old Case Information

Old Case No.

Old CNR No.

started in the Court.

This information block provides previous casaumber
which was assigned manually before computerizati

12.Digital Signature Information

Digital Signature Information (R)

Signer

Sigring Time

Reason

Location

Signature

Issuer

This information block is repeatable and it captures t
signature details of althe digitally signed documents.
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[&] DigitalSignatureType [E] SignerType

[e] Signer [1.1] SignerType [e] CommonMame [1.1] string

[e] SigningTime [0.1] string [2] Email [1.1] string

[2] Reason [0.1] string [2] State [1.1] string

[8] Location [0.1] string ==/ [8] Location [0.1] string
[e] Signature [1.1] SignatureType [e] OrganizationUnit [0.1] string

[] Issuer [1.1] IssuerType [e] Organization [0.1] string

[e] Country [1.1] string

SignatureType
wec[8] Validity [1.1] ValidityType

lesuerType
[e] CormmonMame [1.1] string
[2] Email [1.1] string
[8] State [1.1] string
[2] OrganizationUnit [0..1] string
[2] Organization [0.1] string

[2] Country [1.1] string
13.Integrity Information
Integrity Information (R)
Hash 1 This information block is repeatable and it captures the ha
Hash 2 value of each document usingdfferent algorithms.
14.Access Controlnformation
Access Controlnformation
Public This information block ishelpful in defining the acces
Private control for the digital record in terms of whether the reco
can be made online for public access sirould bekept
confidertial.
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13. SIP Preparation

It is important to transfer the digitized data in the forof Submission Information Package
(SIP) as defined in the OAIS Reference Model.

13.1. Submission Information Package (SIFjreparation
The SIP is amformation packagethat is delivered to the repository and digital storage
system for ingest. The valid SIP cpnses ofdigital recordin the specified formatand
preservation metadatdo provide adequate understanding of the object being preserves
shown in Fig. 8., there has to be an interoperability between Case Information System (CIS)
and the Judicial Repitory Management System (JRMS), which is compliant with OAIS
Reference Model.

Case Information System

Open Archival Information System

Presentation Layer
1SO 14721:2003

I'Business Logic Layer ! : .
| St o - _—1 Preservation Planning [
[ V ¢
Descriptiv I Descriptive
e e ; g N Data Information :
“ D 1 Management ™ D el
—— I gulry responses
] .——i
u = — Ingest 1 s : Accgss el orders u
Digital Information c | ‘;;-JI_._) n:rChlvaI ,/"—‘ Fl M
1 1
Stored in the : - ' Ly O " oip z
I I | "
Database 5
-—— Administration F

MANAGEMENT

Fig. 9. Interoperability between CIS and OAIS
(Image Courtesy EGERID Metadata Dictionary & Schema, eGov.D®2DYersion: 1.0
December, 2013, Published by MgitY

13.2. Specification for Submission Information Package (SIP)
The Submission Information Package (S&) contain following files
CNR_Folder

- CNR_Case_Record.PDF

- CNR_FIR.PDF

- CNR_Order.PDF

- DVR.XML

- CNR.XML

Digital Preservation - Standard Operating Procedure (SOP); @ommittee m



13.3. Procedure forintegration of Digitiz ed LegacyRecords

1 The courtshave toorganizethe digitizedfiles of legacyrecords case wism separate
folders by following standard naming conventions

1 The digitized records arranged as above are serttligh CourtIDR on monthly basis
by storing it on offline sbrage media.

1 High CourtJDRmakes the digitized records available through Judicial Digital
Preservation SystengtJDPS)which is accessible online

1 The court officials / data entry operators can log irtfBP3nd access their digitized
records online

1 The data entry operatorgienerate CNR number for the digitized recoedter the
preservation metadata and link the digitized records using JDPS

1 The cart officials can check th€ENR numbemetadata, linked digitized records and
approve the ingest for preservatiof.hey can also correct and revise the information
or reject in case of gross inaccuracies.

13.4. Procedure forintegration of RecordsReceived fom CIS

1 Thecourts prepare thanetadata for digitized records using Case Information System
(CIS).

1 The digitized records are linked with the metadata.

1 Backup of CIS databased along wittked digiizedrecords is taken and sent tdigh
CourtJDR.

1 Case wise SIPs are extracted from the database along with digitized records and
stored in separate folders.

1 Database records are extracted in the form of XML

1 Preservation metadata scheme is mapped with ClSadased record and relevant
metadata is extracted.

1 Final SIP is verified, validated and then ingested into Judicial Trustworthy Digital
Repository (JDR).

13.5. Interoperability Requirementsbetween JDPS and CIS

1 JDPS to implement same logic and naming conventiors generating CNR as
existing in CIS

1 It should be possible to extract metadata from JDPS for integration in CIS

9 It should be possible to extract metadata and digitized records from CIS for
integration in JDPS
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14.

Transfer of Digitized Records to JDR

14.1. Copy of Data on Storage Media

A

The digitized records have tbe organized with proper file naming and folder
structure as per the guidelinegjiven in the previous chapteon preparation of
Submission Information Package (SIP)

®Master Data iapdD®@®AacebsestBuahould be
SIP to include Access Quality Data.

The prepareddata as per the guidelines may be checked / verified and then
encrypted.

The encrypted data then can be copied on to a suitable storage media.

The entre batch of the datahould becopied on the storage media.

Label the storage media with the proper information as per the following
parameters.

14.2. Label for Storage Media
The label on the storage medshouldcover following details

PROFORMA f&torage Media Label

Date:

Batch No.:

Media No.:

Name of Court:

Name ofOfficer.

Signature:

Mobile No:

14.3. Transferring the Digitized Records to JDR

A

A

At the time of transferring of digitized data in LTO tapes or Blue Ray Disks or DVDs or
Hard Discsthe responsible officer of the court should submit a CERTIFICATE along

with the list of digitized records contained in the media to ascertain its evidewntiar
value.
Theproforma for CERTIFICATE is provided in chaj@er this SOP.

14.4. Frequency of Data Transfer to JDR

A

The digitized records should be transferred to JDR atHigh Courbn monthly basis.
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14.5. OnlineData Tracking
There should be proper tracking and monitoriafithe progress of transferred data téligh
Cours. The district courts would need a proper receipt of the transferred data. Also, the
progress on the data validation, ingesting and publishing should be trakkay the
concerned stakeholders. Each digital deposit of a record in the JDR must be trackable all
times. The district court should also have a computgenerated list of digitized records that
are transferred toHigh Courfor verification to avoid anyoss of data.

14.6. Backup of Digitized Records
Master data is the high resolutiodP2Kimagesalong withaccess quality?PDF/A documents
of digitized recordsas described in the section on digitization specifications. This also
includes digitally signed documés/ e-records / efiles that require to be preserved as per
the retention policies.The master data and access quality data should be copied on
transferrable storage media after it is finalized, verified by designated officer and completed
in all respects Following are the guidelines for selection of storage media for backup and
transfer of data toHigh Court

14.7. Basic Guidelines for Selection of Storage Media
1 The digitized master data / source data may be stomtHard Disc oNetwork
Attached Storage(NAS) at the time of digitization
1 In order to transfer the master data téligh Courtthe designated officers must
consider the following aspects related to storage devices for selecting the storage
media.
- proven experience of longevity
- capacity (appropriate for the quantity of-eecords)
- durability (low susceptibility to physical damage)
- viability (availability of support for its longerm readability, data recovery in
caseof media failure)
- read / write speed
- Write Once Read Many (WORM) storage
- mature and established technology
- cost of storage media and reading / writing device
1 Ensure that you are able to copy the data on minimum number of offline storage
media for transferring taHigh Court
1 The storge media containing thdigitized records é-records should be numbered,
classified, labeled and indexed in a regisbafore transferring toHigh Court
1 Cost effective but reliable storage media may be chosen for data transfer

Digital Preservation - Standard Operating Procedure (SOP); @ommittee



15. Data Protection Strategy

Multiple copies stipulated by the-2-1 backup rule protect you from losing your primary
data. Storing multiple copies ensures that there is no single point of failure and that your
data is safe. 32-1 backup rule requires you to maintain at least 3 backuyg your data
(Primary copy + Zopieson storage media 1 copy at DR locatignThis strategy is strongly
recommended by the information security professionals as well asQERT (United States
Computer Emergency Readiness Team).

(1 Copy on LTO)
Master Data

e 38 Bit 300 dpi Greyscale JP2K
Converted for access quality

e PDF/A

District Court

h 4

Blue Ray Discs for
Data Transfer

(1 Copy on LTO)
Master Data
e 8 Bit 300 dpi Greyscale

High Court

A 4

Y

Ingesting on Cloud
e PDF/A-1b
processed to
generate AIP

(2 Copies on LTO) Disaster Recovery Site (DRS)

[} 1

1 1

® Archival i (1 Copy on LTO) E
Information —': ¢ Master Data 1
Packages (APIs) i (1 Copy on LTO) !

i\ ® AIPs :

Fig. 10. Data Protection Strategy

15.1. Backup atDistrict Gourts

A District Qourts are required toinitially store the digitized data on reisable NAS
storage. They shoult#teep a copy of master data and convert access quality data in
HDD LTO.TheDistrict Gourts to maintainHDDsLTOs in eecord room.

A District Gourts are required totransfer a copy of the master data and converted
access quality data in separate folders on Blue Ray is¢$ard Disks or Flash Drive
(depending on the size of dat&) the JDR aHigh Courbn monthly basis.
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15.2. Copes of Dataat High Courtand DR Site

A High CourtIDRto make 2 copies of master daseparatelyon 2 LTG (One for the
High Courtand another for DR)

A The PDF/A documents are ingestasing JDP$or producing Archival Information

Packages (AIPs) on the clouel. primary storage

Succasfully processed AlPs to remain preserved on cloud.

A 2 copies of AIPs are maintained 2i.TOsat the High CourtIDR 3rd copy of AIPs on
LTO is maintained at the DR location.

A This ensures thaHigh Cours will always have 3 copies of master data ahdopies
of AIPs in addition to thélPsstored on cloud.

A DR Location to have a facilityith a fire safe vaults, secure and temperater
controlled environment as specified by the manufactufer keeping the LTOs.

\>\

15.3. Refreshing of Storage Media

A The digital records stored in thestorage media need to be retained for longer
duration than the lifetime of the medid herefore,the digital datamust be migrated
into another media before its expiry.

A All storagemedia used for backug be checked to ensure thahey are readable and
in working condition. The LT@Q&AS / ldrd Discsto be refreshed by transferring the
data on new storage mediafter certain period Refreshing of the media means
transferring the data from old media to latest storage media.

DataProtection Strategy
District Court | Master data| HDD/LTO A copy of master / source data is
Access copy Copy 1 kept at district court.
High CouriDR| Master data| HDD/LTO A copy of master datat JDR
Copy 1
AIP HDD/LTO A copy of AlIPs on LTO for tHegh
Copy 1 Court
Disaster Master data| HDD/LTO It is to be used only if the backup
Recovery Site Copy 1 available at theHigh CourtiDR is lost
in disaster.
AIP HDD/LTO It is to be used only if the backup
Copy 1 available at tre High CourtiDR is lost
in disaster.
15.4. Cataloguing of storage media

All the storage media meant for long term digital backup must be properly labeled and
catalogued at theHigh Courtising a software with a facility to search and retrieve the media
according to its contents. The software should facilitate batch numbering and generate the
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label information. The software should also be able manage the updates the starsgha
at the time of refreshing.

16. Step-by Step Implementation

16.1. Overview of Digitization Process

Step-by Step Implementation

High Court District Courts
High Cour to establish separate Courts to digitize theecords.
Judicial Digital Repositories (JDR).
—>

The district courts to transfer digitize
recordson monthly basido the Judicia

Trustworthy Digital RepositoriegJDR
for preservation purpose. They ce
encrypt the data and transfer it throug
network (depending on the size of da
and bandwidth) or through offliné
storage media.

JDR atHigh Courtreceives the date
transferred by District Courts. The da
is decrypted, verified and mac
available through the Judicial Digit
Preservation System (JDPS) for onl
metadata creation.

The operators from district courts car
log into the system to check the digit
records through online portal and ente
and submit the metadata.

n The officials from district courts to
check the digital record along with i
metadata for quality and then approv
for ingest in the preservation system.

JDPS executes ingest process wh
culminates into Archival Informatior:

Package (AIP) fgreservation purpose
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n High Courto have access to all distric n The district court officials an
court records. designated users are then able

<:::> search, retrieve and download th

digital records through online portal.

JDR atigh Courto preserve the digita District courts can have exclusive acce
records of district courts. to their own digital records.

u District Courtsmay keep backup of a

digitized data.

High Coui to maintain centralizec District Courts continue transferring
digital repository infrastructure (Clouo digitized records and born digite
and Tape Library for backup records to JDR for preservation as

regular practice
High Coud to maintain Disaste
15 .
Recovery Site

High Cous to develop digita

preservation capabilities an
competencies to manage the digit
repository.

High Cour to go through 1SO 1636
Audit and achieve the certification

trustworthiness for the Judicial Digite
Repository.

High Cours to go through annua

surveillance audits to retain 1SO 163t

certification of trustworthiness for the
Judicial Digital Repository.

16.2. Training by the State Judicial Academ{SJA)

Training should be an essential component of the onboarding process of all personnel
involved in this exercise. Training should also be given on an ongoing basis to disseminate
learnings and resolve issues that are bound to awseing the digital preseration process
TheSate Judicial Academ{EJAxhould organize programs for training the trainers and the
training for the staff involved in digitization and digital preservation process as defined in
the SOP.
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17. Certificate for Transferring Digitized Record s

As per theconditions referred to in sutsection (1)2) and (3)n respect of a computer output
in Section 65Bf the Indian Evidence Act, fodmissibility of electronic records court, the
responsible official incharge of digitization should submit certificate to ascertain
evidentiary value of digitized records along with the storage media for transfertimg
digitized datato Judicial Digital Repository (JDRf)the High Courtlt is possible to generate
the proposed certificataising asoftware with digital signature.

Model CERTIFICATRtoforma
Thefollowing computer, digitization equipmentand storagehavebeen underawful control
of the office of this court frondatec c c o oo oo otfpopoooOooOOOOOO

Specification of Computer:
A Operating System

Memory:

Storage:

Processor:

MAC Address:

> > > >

Specification for Scanner / Digitization Device
Scanner Make:

Scanner Type:

Scanning Technology:

Maximum Document Size:
MaximumColour Depth

Maximum Resolution Supported:
Device ID:

Serial Number:

D> v D> > >y D> D> D

Specification of External Storage Device (HHPDNAS, SAN, Tape Drive, any other)
A Device Make:

A Type of Storage:

Storage Capacity:

Device ID:

Serial No.:

> > > >
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The above Compute§cannerand External Storage Device are being used regularly for the
digitization activity during abovementioned period.

(Tick as applicable)

A)During the said period, the computer, scanner and storage device were operating properly.
OR

B)During thesaid period, the computer, scanner and storage device were operating properly
except during dat ewoooo@mputer,Staoner&orage ftick.as t h e
applicablewas not operating properly or was out of operation during that part of the period

The equipment was repaired to ensure that this does afféct the electronic record or the

accuracy of its contents

A list of digitized records contained in ti8orage MediaNos.

(Enclose a separate sheet in case of sev@mbhgemedia.)

| have checked and verified the original recem@hd the correspondingdigitized copies
stored in the Tape/ Blue Ray Disk/ DV¥/any othera o o o o qTick as applicablelp
ensure that the information contained therein is captured accurately as in the source.

Enclosed is a list of digitized records along with Integrity Informatenmd Digitization
Verification Information (DVI) duly stored in the media.

Signature Seal:
Name ofOfficer in Charge DigitizationProject

Date:

Name ofCourt:

Address:
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18. Certificate by JDR

As per theconditions referred to in susection (1)2) and (3)n respect of a computer output
in Section 65B for admissibility of electronic recordsn court, a certificate should be
produced by Repository Manager of the Judicial Digital Reposastgblished atHigh Court
whenever any digital record is furnished as required byHktigh Court

Model CERTIFICATEoforma
The list of digital records enclosed herewith are preserved in the clbased Judicial
Trustworthy Dgital Repository under the lawful control of # High Courtfrom date

googogogoooooo), To gooogoooQoogooQng

List of records

(Tick as applicable)
A) During the said period, the Judicial Digital Repositeag operating properly.
OR

B) During the said periothe Judicial Digital Repoiry was operating properly exceptor
the period fromd at e o o o oo @ &g g o wasmat operating properly or was out of
operation during that part of the periadlherepository infrastructurehas beernrepaired/
maintainedto ensure that this does noaffect the electronic record or the accuracy of its
contents.

| have checked and verified the digitizeelcordsretrieved fromthe Judicial Trustworthy
Digital Repositoryto ensure its integrity. The computergenerated reportis enclosed
herewith.

Signdure:

Date: Seal:
Name ofRepository Manager:

Name ofHigh Court

Address:
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19.

Budget

Initially, we circulated the Survey Form | as per Annexamdng theHigh Cours to assess
their digitization requirementsThis form was helpful in gettinglot of valuable insights but

provided mixed information on digital preservation requirements by the judiciary. Therefore,

we designed anotheset of survey forns, in order to geéthe specific breakup of information
on legacy records, new institutionases and pendency in order to project the growath
records for next 5 years.

The projections of digitization requirements received from variddigh Cours and district

courts are used as the basis fbudgeting. The overall estimation for legacy records, new
institution of cases and pendency projected for next 5 years (after weeding out of records of

short-term relevance) is given belaw

19.1. Detailed Scope ofdigitization
Scope of Digitization
Institution
Disposed (Legacy Projection for Next Total Pages after
Sr.No |High Court Location Records) Pendency 5 years Total Pages Weeding out
1|Arunachal pradesh 67,00,000 21,70,000 1,94,67,675 2,83,37,675 2,56,57,675
2| Gauhati 7,98,00,000 4,85,00,000| 40,13,07,333 52,96,07,333 49,76,87,333
3| Manipur 89,00,000 14,00,000 1,51,79,474 2,54,79,474 2,19,19,474
4|Meghalaya 67,00,000 68,00,000 3,41,53,816 4,76,53,816 4,49,73,816|
5|Mizoram 49,80,000 5,60,000 1,41,35,885 1,96,75,885 1,76,83,885
6| Nagaland 1,72,00,000 28,00,000 2,27,69,210 4,27,69,210 3,58,89,210
7| sikkim 38,00,000 16,20,000 1,00,56,401 1,54,76,401 1,39,56,401]
B|Tripura 1,08,00,000 6,00,000| 66,41,020 1,80,41,020 1,37,21,020
9| Orissa 37,34,00,000|  12,41,00,000 30,16,92,038| 79,91,92,038 64,98,32,038|
10| Delhi 26,75,00,000 7,74,00,000 85,28,96,673 1,19,77,96,673 1,09,07,96,673
11|Punjab 94,34,00,000|  16,31,00,000 14,42,04,999 1,25,07,04,999 87,33,44,999
12|Karnataka 1,17,19,00,000| 31,50,00,000 75,73,60,861 2,24,42,60,861] 1,77,55,00,861
13|Madhyapradesh 95,75,00,000 7,61,00,000 60,81,27,661] 1,64,17,27,661 1,25,87,27,661
14| Uttarakhand 10,32,00,000 3,36,00,000 21,82,04,933 35,50,04,933 31,37,24,933
15|Allahabad 1,60,12,00,000]  44,68,00,000 1,36,61,52,624 3,41,41,52,624 2,77,36,72,624
16|Kerala 13,26,00,000| 11,22,00,000) 70,86,91,674 97,34,91,674 91,24,51,674
17|Rajasthan 1,44,54,00,000|  20,04,00,000 1,56,25,37,064 3,20,83,37,064 2,63,01,77,064
18|Jharkhand 40,10,00,000| 14,20,00,000| 79,12,30,061 1,33,42,30,061] 1,17,38,30,061]
19| Chattisgarh 33,83,70,000 2,56,00,000 20,11,28,025 56,50,98,025 42,97,50,025
20| Madras 87,89,00,000|  30,58,00,000 73,71,53,187, 1,92,18,53,187 1,57,02,93,187
21| Andhra-Pradesh 1,02,90,00,000| 7,86,00,000 1,06,06,65, 718 2,16,82,65,718| 1,75,66,65,718|
22|Bihar 1,97,25,00,000]  35,15,00,000 73,43,07,035 3,05,83,07,035 2,26,93,07,035
23| Calcutta 2,28,01,00,000| 20,71,00,000 83,20,24,8597| 3,31,92,24,897| 2,40,71,84,897
24|Telangana 71,95,00,000) 5,59,00,000) 70,58,45,522| 1,48,12,45,522 1,19,34,45,522
25|Bombay 4,595,12,00,000 42,30,00,000 1,29,49,98,842| 6,66,91,98,842] 4,08,87,18,842
26/|Himachalpradesh 20,13,00,000|  10,14,00,000 28,08,20,262| 58,35,20,262 50,30,00,262
27|Jammu & Kashmir 6,39,00,000 7,62,00,000 32,54,09,965 46,55,09,965 43,99,49,965
28| Gujarat 72,49,00,000|  12,39,00,000 1,14,69,98,974 1,99,57,98,974 1,70,58,38,974
Total Pages 20,71,56,50,000( 3,50,41,50,000 15,15,41,61,828 39,37,39,61,828 31,08,77,01,828
Total Pages after Weeding 12,42,93,90,000| 3,50,41,50,000 15,15,41,61,828 31,08,77,01,828
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Note:-

The cost calculations, storage requirementsbackup requirements are estimated based
on the following assumptionsin 19.2. It is important to note that JP2K format with
lossless compression is considered fodigitization of master copies and estimation of
storage requirement. The storage requirements based on TIFF as the base format is likely
to be much higherand very costly.

19.2. Approximate Rates andAssumptions
The rates for digitization, percentage of weediogt, data sizes etg are estimated based
on certain assumptions for preparing the budget. Therefore, the judiciary need not take
them as absolute rates but negotiate appropriate and optimal rates with concerned vendors
without compromising the quality pameters.

Assumptions

Item Head Rates |Unit
Weeding Out Rate [w] 40|%
Approx. Average Pages per record [p] 100|Pages
Digitization Per Page Rate [s] 0.60|Rupees
1 Bit Bitonal 400 DPI JP2K 35|% of legacy Record Pages
8 Bit GreyScale 300 DPIJP2K 60|% of legacy Record Pages

24 Bit Colour 300 DPI JP2K

Pendency : 1 Bit Bitonal 300 DPI JP2K

New Pendency : 1 Bit Bitonal 300 DPI JP2K or
Born-Digital

New Pendency will not go to DR Site

L1

% of legacy Record Pages

19.3. Digital Preservation Budget for Judiciary
The budget estimate foall High Cours andDistrict Gourts combinedis distributed over 5
years as givemn next pageThe estimate is evolved on the basis of survey inputs received
from the High Cours.
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Budget for High Courts + District Courts

Budgetry Heads

Year-1

Year-2

Year-3

Year-4

Year-5

Total (Crore Rs.)

Digitization

Digitization

373.05

373.05

373.05

373.05

373.05

1865.26

Backup + DR

7.88

7.88

7.88

7.88

7.88

313

Storage Media for data transfer

7.47

747

7.41

7.47

747

37.34

Judicial Digital
Repository

JDR Cloud HW & Upgradation

171.00

10.50

2.10

10.50

47.00

241.10

Contingency + Maintenance for
Cloud

64.00

64.00

64.00

64.00

64.00

320.00

Data Management

12.82

14.11

15.52

17.07

18.78

78.29

Digital
Preservation
Tools and
Software
Solutions to
enable
compliance as
per 1SO 16363

Testbed Cloud

10.00

2.75

2.75

2.75

3.50

21.75

* SO 14721 - Judicial Digital
Preservation System (JDPS)

* Portal with Distributed Search &
Retrieval

¢ Multilingual support

* Data Tracking System

* Digitization Quality Verification
Tool

* Tool for integrity assurance with a
digitally signed certificate

* Process Optimization and
Automation

* LTO Cataloguing Software

* Interoperability measures as
applicable

¢ Customization

* Training the Master Trainers

* Documentation

* Software Deployment

* Software Upgradation

* Audit support

12.37

12.18

3.89

4.25

39.76

Software Support & Maintenances

3.00

8.40

9.99

10.96

34.86

Grand Total (Crore Rs.)

661.09

494.93

488.24

496.60

536.89

2,677.76

Total Pages

31,08,77,01,828

Total Cost

26,77,75,62,064

Per Page Cost

0.86

Theseparatesections of the budget are elaborated hereatfter.

19.3.1.

Budget for Digitization

The digitization budgeincludes the costingfor scanning, file format conversion, metadata
entry, HDDsSNAS L TO backu@and Blue Ray Disks for data transferby district courts data
backup atJDR and DR Site, and the management ofoverall digitization activity by the

District CourtsandHigh Cours. The courts are responsible for weeding out of records as per
the record retention policies. The selection of records for digitization and weeding out of

unwanted records has to be performed siitaneously.
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Estimated Data Storage Requirements
AlIP on DR Site
Sr.No |High Court Location |Cloud (TB) |DataSize (TB)
1|NorthEast States 191.14 582.36
2|Orissa 511.19 1,563.06
3|Delhi 440.14 1,193.69
4|Punjab 1,287.74 3,945.30
5|Karnataka 1,599.95 4,901.19
6|Madhyapradesh 1,396.99 4,094.27
7|Uttarakhand 141.27 431.98
8|Allahabad 2,227.64 6,738.22
9|Kerala 208.30 638.17
10|Rajasthan 1,975.47 6,047.16
11|Jharkhand 553.27 1,682.89
12|Chattisgarh 503.88 1,457.07
13|Madras 1,200.28 3,676.14
14|Andhra-Pradesh 1,404.59 4,303.28
15|Bihar 2,692.46 8,248.99
16|Calcutta 3,132.34 9,555.38
17|Telangana 984.12 3,010.95
18|Bombay 6,758.39|  20,705.92
19|Himachalpradesh 275.57 842.63
20|Jammu & Kashmir 87.22 267.23
21| Gujarat 1,859.37 5,761.54
Total 29,431.32 89,647.42
19.3.2. Budget for Judicial Digital Repository (JDR)Cloud

The DR cost includes budget for scalable cloud infrastructure witheaicstorage capacity
of 2 petabytes (usable) serverswith 384 GB RAMpoling system, UP®R)jiesel Generatqr
audit, technical supportand maintenance for5 years. However, the actual cloud
configurationor server with storage configuratiois to be evolved separately for eadHigh
Courtas per the estimated data size for next 5 yeahs. per the estimated projections in the
table on data storage requirements, almost evetygh Courtalong with theDistrict Courts
under its administrative contrglis bound to require 1o 7 petabytes of cloud storage with
efficient search and retrievain the near future. TheHigh Courtwith smaller storage
requirementsfrom 25 to 300 TB may be provided with basic server + storage solution.

Additional storage space over and above the estimatita sizeneeds to be provided
considering thatHigh Courg may require some working space plus they may have other
types of data and applications, which is not considered in scope of this SOP.
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The budgetlso includeghe cost forcreating the data centre environment, networking, fire
safe vaults for keepinddDD$ LTO tapesnd facility management and operating costs for
the cloud hardware, data centre including the network, UPS, DQtsefy be possible to
procure a higher configuration of cloud than the suggested configuration in the provided
budget. Theupgradation ofthe cloud foradditionalstorage and serverg anticipatedn the

5th year depending on the growtlof data. The contingency and maintenance budget
includes the budget for cdocation of servers and facility management, audit and
certification, surveillance audits and management of unanticipated incident handling.

Referto the cloud specification given in Annexure Il, which is suggestive. The actual cloud
specification will have to be defined on the basisadfesh study ofthe market, technology
and costingrends.

19.3.3. Budget for JDRData Management
The JDRIatamanagement salary budget includes the cost for following manpower
1 Digital Repository Managetr1l Nos.
1 SeniorSystem Administrators- 2 Nos.
1 System Administrators / desktopupport engineerst 2 Nos.
9 Digital Curatoe: 1 Nos

TheHigh Cours are required to provide the followirgdditionalmanpower for managing the
activities of processing of the data from district courts.

1 Director (Information Technology)1 Nos.

1 AssistantDigital Repository Managet1l Nos.

9 Digital Curators (10 Nos)

19.3.4. Options for Cloud Services
The SOP proposesoptions, which may be considered by th¢igh Cours for availing the
cloud services for digital preservation purpose.

Option L

The private cloud infrastructureand a data centres established at theHigh Courtwhich
ensures that entire Judicial Digital Repository (JDBata centre facilityis under its
administrative and technical controlThe private cloud infrastructure is proviened for
exclusive use by a single organization comprising multiple consumers (gupordinate
courts). It may be owned, managed, and operated by the organization, a third.party
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A suitable agency may be engaged on contractual basis for supply, installation, integration,
security audit compliancesmaintenance, management and operation of the cloud
infrastructure and data centre established at tiigh Court

Many national banks ra functioning as per the s1 option wherein the data centres are
established within their premise and the facility management is contracted to an external
agency.

Option 2:

The cloud hardware is procured by thigh Courtand housed co-locatedin the external

Data Gentre ServiceProvider (DCSPWith biometric authentication ané lockablecage.This
approach has many advantages as the ownership of the cloud hardware remains with the
High Cours, which makes it possible for them to change €SP as necessary in the future.

It also ensures ISO 27001 Information Security compliances, which may be already available
with the DCSP. The DSCP takes care of the cloud operations and management under the
supervision of aHdigh Courbfficial deputed in the DCSP.

Option 3:

TheHighCours may consider availing theubliccloud services offered by N{®eghraj)or

the Qoud Servicéroviders (CSPs2mpaneled by MeitY or the respecti@ate Governments.
Thepubliccloud infrastructure is provisioned for open use by the general puliimay be
owned, managed, and operated by a business or government organizati@public cloud
facility exists on the premises of thESP

In case of CSPs, titigh Cours shouldnegotiate appropriate policies to ensure full control
over the data and the freedom to migrate the repository to another CSP if necessary.

19.3.5. Digital Preservation Tools andSoftware Solutions
The digital preservation tools andsoftware solutions should enableachievanent of
technical compliance as per ISO 16363. The cost of software developmemnte time and
independent of the number of court$hescope ofsoftware development activity is defined
as below
1 1SO 147221 Judicial Digital Preservation System (JDPS)
1 Portal with Distributed Search & Retrievaith Multilingual support depending on
language of records
9 Data Tracking System
1 Digitization Quality Verificatioi ool
1 Tool for integrity assurance with a digitally signed certificate
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ProcesOptimization and Atomation

LTO Cataloguin§oftware

Interoperability measures as applicable

Customizatiornof software asper High Courspecific requirements
Training the Master Trainers

Documentation

Software Deployment

Software Upgradation

= =4 -4 -4 A -4 -5 -2 -2

Technical Support and Maintenance

A separate system needs to be developed for managing the digitized pending records
comprising of active and passive data.

It includes the cost of traininge master trainers of State Judicial Academy (Slater, the
SJAshould train the concerned staffwhich will be involved itmmanaging the digital
preservation activity.

Note:-

The per page costierived at the end of budgetannot be used as a standard rule of thumb
for measuring the overall cost as the budget involves dissimilar items e.g.
infrastructure cost, which is not proportional to page count However, in hindsight,it
provides a simplified understanding of the complex budget and therefore the entire
budgetis reduced to derivethe cost of digitization on per pagebasis.
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20. Al/ ML based Applications Leveraging on
JDRs

Judicial Digital Repositorie€IDR) will ensure the reliability of the source, integrity and
authenticity of the judicial records. The quality of metadataiganized catalogingf digital
records uniformity of file formas, full text indexing will support easy retrievability.
Implementation of this SOP across all thidigh Courd and Supreme Gourt can ensure
interoperability between different JDRd$nteroperable JDRserve as the foundation for
building AI/ML based applications for the judiciag they leverage on massive volumes of
data / digital records

20.1. Intelligent Decision Support
The eCourts mission mode projects are aimed to make the justice delivery system
affordable, accessible, cost effective, transparent and accountable.

JDRs established at thiigh Cour$ will prove to bea primary source of information for
building intelligent decision support capabilities using Artificial Intelligence @iyl Machine
Learning (ML)The interoperability between multiple JDRs across differéligh Cours can
widen scope of digital information resources with diversity, white essential for any
machine learning activityBut it is a fundamental requirement fahe Supreme Courtligh
Cours and District Courts to agree on uniform standards a@mamogenoussystems.
Fragmented and heterogenous approaches may be coupteductve.

If the digitization efforts are invested with proper foresight and vision then in the near future
Al and ML techniques can be evolved to automate certain aspects of decw&img
process with efficiency and accuracy to accelerate the justice esliv

20.2. Big DataAnalytics for Identification of Similar Cases
Judiciary also require® searchthe precedence of the judgments delivered in similar cases
in the past in order to ensure parity and consistency. Simple keyword searches over the text
can prodwe hundreds of search results and make the task very challenging to analyze each
and every case to find similarity in content. Theredpradvanced Natural Language
Processing (NLP) based techniques have to be applied to pernfdefligent contentanalysis
over the subject matter of the cases to identify similar cases. Such Al tools and techniques
can be helpful in ensuring uniformitgcrossjudgements.Machine Learning (Mk9ols are
heavily dependent on training models built using vast amountsctdaned data which
becomes available through JDRs for processing.
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20.3. Machine Translation for Court Case Records
High Cours frequently require translation of court cases in English from the regional
languages. India has around 22 official languages. Thamefat is extremely critical to
develop and use the solutions for machine translation from regional languages to English
and vice versa

20.4. Crosslingual Search & Retrieval and Analytics
Crosslingual search & retrieval andoss-lingual analyticsacross different Judicial Digital
Repositories (JDR9)ased on machine translation of court cases different regional
languages can also supplemeanhancenent ofefficiency of justice delivery system

20.5. Knowledge Modd#ing, Reasoning & Semantic Linking
In addition, data mining, knowledge modelling, reasoning, semantic linking and information
extraction technigues can be also applied for improved comprehensibility, analytics and
visualization capabilities for enhancing the judicial intelligence.

20.6. Long Term Sustenance
Digital preservation, infrastructure development and management, preservation of
electronic evidence, cloud computing, cyber forensicsdigcovery, intelligent decision
support, Al / Mlbasedintelligent applications ananulti-lingual analytics for acceleration of
justice are extremely critical for meeting the dauntirdpallenges of Indian Judiciarfhe
various areas of technologies for the judiciary mentioned here are interlinked,
interdependent and they have to functidngether in an integrated manner.

Readymadé off-the-shelf-solutions are unavailable to meet the emerging and future
technological requirementsf the judiciary considering the massive volume of pending court
cases, freshly filed court cases, insuffiaiestaff and the complexities posed by the diverse
and exploding population of Indid herefore, the Indian Judiciangedsto collaborate with

a technology partner witltomprehensivestrengths in abovementioned areas of technology
on a longterm basis forsustaining thedigital preservationinfrastructure and development

of new technological solutions
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Annexure | @ Survey Forms

High CourtDigitization Survey Form(l)

The following survey form was circulated among tHegh Cours for collecting information
on the total volume of legacy records thatre required to be digitized and the volume of
existing digitized records.

High Court Digitization Survey form

This survey is being conducted in order to estimate the digitization requirements in High
Courts.

Name of High Court:
Location:

1. Specify the Record Types:

2. Specify the Data size: MB/GB/TB
+ What is the total volume of legacy records (total number of pages) that needs to be
digitized?

Total number of pages (approx.):

4. ‘What are the languages in the legacy records?
Languages :

3 Have you already digitized some records?
O Yes O No
If yes, please specify the digitization specifications as below:
Master File format:

OJUncompressed Tiff / [ JPEG2000/ [J Any other format
DPI:

Access Copy File Format:

Orepr/ LPDFA
DPL:

6. Have you performed OCR on digitized documents?

O ves O weo

74 ‘What is the total number of digitized pages?
Total number of pages (approx.):

8. What is the total size of digitized documents?

Total Size: Ome/Ocge/OTB
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9. Do you have audio / video data that requires to be digitized?
Indicate the volume:

10. Do you have any other types of data that requires digitization?
Please specify:

11.  What storage media is used for storing the data?
[Hard Disc LILTO Tapes Upvbs
Ucps LINAS LsaN
UExternal HDD ~ [lOther

12. ‘Whether the digital media are kept in e-records room?
[ ves [ No

13. Are yvou using any document management software?
O Yes O No
If ves please specify name of the software:

Name of the Officer:

Designation:

Signature:
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High CourtDigitization Survey Form(ll)

During the Pt round of survey, it was not clear whether the projections given by kigh
Court are inclusive of the legacy records from district courts. Therefore, the following
survey form was circulated agato get the clarity In addition to the storage requirement
for legacy records, we also need to get the future projection of storage requirement for the
e-filing and borndigital records.Therefore, the following survey form was circulated.

High Court Digital Preservation Requirement - Survey form

Note: This survey formis based onthe new requirement generated out of the previous
survey form

Name of High Court :
Location :

New records at the High Court (Annual Projection)

Wha isthevolume of new records generated (to be digitized) by the High Court every
year? (Approx. no of pages)

0 Pendency till 2018 (approx. no of Pages)
No of pages digitized
Approx. no of pagesto bedigitized

0 Ingtitutionin 2019 (approx. no of Pages)
No of pages digitized

Approx. no of pages to be digitized

No of pages received electronically through efiling software or electronic

mode

o Disposalin 2019 (approx. no of Pages)

No of pages digitized

Approx. no of pages to be digitized

0 Disposd Cases. (approx. no of Pages)

No of pages digitized

Approx. no of pages to bedigitized

Pages digitized in which format :- TIFF [/ JPEG
Resolution of scanning (DPI) -

Wha is the volume of the new disposed cases tha require to be permanently
preserved at the High Court with reference to above question?(like historical record)

Approx. no of pages:

Signaure:

Name of the Officer
Designdion:

Date:
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District Court Digitization Suvey Form(lll)
During the Pt round of survey, it was not clear whether the projections given by kigh

Court are inclusive of the legacy records from district courts. Therefore, the following

survey form was circulated agaito get clarity. In addition to the storage requirement for

legacy records, we also need to get the future projection of storage requirement forthe e

filing and borndigital records.Therefore, the following survey form was circulated.

No of Districts
No of Taluka's

8]

Name of the High Court:
(that administratively controls the District Court)

New records at the High Court (Annual Projection)

every year? (Approx. no of pages)

Pendency till 2018:

District Court Digital Preservation Requirement - Survey form

o  What 1s the volume of new records generated (to be digitized) by all District Courts

(Approx. no of Pages)

No of pages digitized
Approx. no of pages to be digitized
Institution in 2019:

(approx. no of Pages)

No of pages digitized
Approx. no of pages to be digitized

No of pages received electronically through e-filing software or electronic

mode:

Disposal in 2019:

(approx. no of Pages)

No of pages digitized
Approx. no of pages to be digitized
Disposed Cases (Legacy Record):
No of pages digitized
Approx. no of pages to be digitized

Pages digitized in which format
Resolution of scanning (DPI)

(approx. no of Pages)

TIFF /JPEG

Note: - If you have any suggestion, please send it in separate page.

Signature:

Name of the Officer
Designation:
Date:
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High CourtData CentreSurvey Form(IV)
The followingsurvey form was designed and circulated among thigh Cours to study the
availability of cyberinfrastructure.

High Court Data Centre Survey form
(This survey form is regarding the available of Data Centre at the High Court)

Name of High Court:
Location:

(Definition: Data Centre means a specially designed environment for keeping servers,
computer systems, digital storage, network)

A. Data Centre Environment
1. Does the High Court have a dedicated Data Centre Environment?
O ves O No
2. If Yes, is any cooling system present to maintain the necessary temperature for the
Data Centre?
O ves O No

3. Does the Data Centre have Uninterrupted Power Supply (UPS) support for battery
backup?

O ves O wNo

a. If Yes, please specify the capacity of the UPS (kVA).

4. Does the Data Centre have Diesel Generator (DG) backup power supply?

I ves O No
a. If Yes, please specify the capacity of the DG set (kW / kVA).

5. Please specify the dimensions of the Data Centre Room. (Not included UPS Room)

Length (ft) X Breadth (ft)

B. Rack Information
1. Please specify the number of the server racks present in the data centre:

2. How many more server racks can be accommodated in the data centre?

C. Server Information

1. Brief details of the server using in the Data Center:-

S.No | Name, Model and | Technical Name and brief description | No of users access this
year of purchase | Specification of the | of the Application running | application per day or data
of the server server.(like Storage, | in the server. Also mention | replicated to the other server

RAM, Core etc) the software the application | on day to day basis.
was developed

Page 10of 2
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a.

a.

2. Please specify the storage capacity of the SAN or NAS, if available.

3. Availability of Precision Air Conditioner in the Data Center.

O Yes O No
If Yes, please specify the Number and Capacity of the Precision Air Conditioner

4. Any provision of Disaster Recovery Center.

O Yes O No

If Yes, brief note on Disaster Recovery methods using in Data Center.

5. Please specify the applications running on the Server.

D. Software:-

S.No | Name of the software like RHEL., | No of the licenses Purpose
MySQL, Windows  server,
Virtulaization etc.
E. Connectivity: - Brief description of Internet or lease line connection in the Data
Center including District Court.
S.No | Network Type | Service Bandwidth | Expenditure, if bear by the
Provider High Court.

F. Technical Manpower of the High Court

S.No

Designation No of Post | High Court or Duties assigned.
District Court

sk sfe sk ook sk gk sieoRoRok sk ok sk sjoRoloRoRRek BoR sRoRR

Page 2 of 2

Digital Preservation - Standard Operating Procedure (SOP); @ommittee



Annexure | | d Cloud Specification

Thebasiccloud specificatiorfor the High Courts is providdaelow. Thisis suggestive only.
Thecloud specifications wilheedto be redefined again at the time of tendering based on
fresh study of market, technology trends and pric&asic and scalable cloud infrastructure
is proposed while considerinthe factthat the High Courd will also use this cloud for storing
other data (AV ande-evidence)and variety of other software applicationsincluding the
upcomingbig data analytics, Al/Mbased intelligent toolson top of the judi@l digital
repository.

Sr. No | Item Unit
Server: Compute Cluster
Up to two 2nd Generation
1. Intel® Xeon® Platinum 8276L ProcessorEquivalentor Better (# of 5
Cores 28, # of Threads 56, Processor Base Frequeéh2p) GHzMax
TurboFrequency 4.00 GHz), 384GB RAM, 480GB SSD SATA HDD
Server: Management nodes
5 CPL2Z x Intel® Xeon® Processor&350 v4or Equivalenr Better 5
' (Cores 16, Threads 32, Processor Base Frequency 2.10 GHz, Cache
96GB RAM
3 Storage2PB 1
) SAN Storage Model, scalable uglfaPB
SAN Switch
4. Brocade 6510 48ort 16 Gbps Fiber Channel SAN Switch, FmiBack| 2
Airflow
5 L3 Switch 5
Broadcam, 48 Port with 10G ports
6 Firewall (1 GB) 5
) with unified threat management (UTM) capabilities
7 Tape Library 1
) LTO8 Tape drive ,12TB native capacity
Server Rack
8. With cooling, biometric security, Camera Based Surveillance, Analo{ 1
Digital KVM
Software
Sr.No | Item Unit
1 VMvare \doud suite or 14
Equivalentor Better
2 Backup software 1
3 Web Application Firewall |1
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